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11l ntroducti on

The 3-D Secure authentication protocol is based on a three-domain model where the
Acquirer Domain and Issuer Domain are connected by the Interoperability Domain for the
purpose of authenticating a Cardholder during an electronic commerce (e-commerce)
transaction or to provide identity verification and account confirmation.

The 3-D Secure authentication protocol supports both:

1 Payment Authenticationd Cardholder authentication during an e-commerce
transaction.

1 Non-Payment Authenticationd Identity verification.
1 Confirmation of Accountd Verification of Account
The 3-D Secure authentication protocol can be:

1 App-basedd Authentication during a transaction on a Consumer Device that
originates from an App provided by a registered agent 3DS Requestor (merchant,
digital wallet, et al). For example, an e-commerce transaction originating during a
checkout process within a merchantds app.

1 Browser-basedd Authentication during a transaction on a Consumer Device that
originates from a website utilising a browser. For example, an e-commerce
transaction originating during a check-out process within a website on a Consumer
Device.

1 3DS Requestor Initiatedd Confirmation of account information with no direct
cardholder present. For example, a subscription-based e-commerce merchant
confirming that an account is still valid.

1.1 Purpose

The purpose of this EMV 3-D Secure Protocol and Core Functions Specification is to
describe the EMV 3-D Secure infrastructure and components, and to specify the
requirements for each component within the infrastructure and their interaction.

For purposes of this document, when the phrase 3-D Secure, and/or 3DS is utilised, the
intent is EMV 3-D Secure.

1.2 Audience

This document is intended for stakeholders developing EMV 3-D Secure products and
supporting 3-D Secure implementations.
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1.3 Normative References

The following standards contain provisions that are referenced in this specification. The
latest version including all published amendments shall apply unless a publication date is
explicitly stated.

Table 1.1: Normative References

Reference Publication Name Bookmark
ITU; ITU-T. The International Public Telecommunication Numbering Plan | https://www.itu.int/rec
E.164 [T-REC-E.164/en
RFC 2045 Multipurpose Internet Mail Extensions (MIME) Part One: https://tools.ietf.org/ht

Format of Internet Message Bodies ml/rfc2045
RFC 2616 Hypertext Transfer Protocol -- HTTP/1.1 https://tools.ietf.org/ht
ml/rfc2616
RFC 3447 PKCS #1: RSA Cryptography Specifications https://www.ietf.org/rf
c/rfc3447.txt
RFC 4122 A Universally Unique IDentifier (UUID) URN Namespace https://tools.ietf.org/ht
ml/rfc4122
RFC 4158 Internet X.509 Public Key Infrastructure: certification Path https://tools.ietf.org/ht
Building ml/rfc4158
RFC 5322 Internet Message Format https://tools.ietf.org/ht
ml/rfc5322
RFC 7159 The JavaScript Object Notation (JSON) Data Interchange https://tools.ietf.org/ht
Format ml/rfc7159
RFC 7231 Hypertext Transfer Protocol (HTTP/1.1): Semantics and https://tools.ietf.org/ht
Content ml/rfc7231
RFC 7515 JSON Web Signatures (JWS) https://tools.ietf.org/ht
ml/rfc7515
RFC 7516 JSON Web Encryption (JWE) https://tools.ietf.org/ht
ml/rfc7516
RFC 7517 JSON Web Key (JWK) https://tools.ietf.org/ht
ml/rfc7517
RFC 7518 JSON Web Algorithms (JWA) https://tools.ietf.org/ht
ml/rfc7518
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https://tools.ietf.org/html/rfc7231
https://tools.ietf.org/html/rfc7515
https://tools.ietf.org/html/rfc7515
https://tools.ietf.org/html/rfc7516
https://tools.ietf.org/html/rfc7516
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1.4 Acknowledgment

The following 1SO Standards are referenced in this specification.

Table 1.2: 1SO Standards
Reference Publication Name Bookmark

ISO 3166 Country Codesd I1SO 3166 http://www.iso.org/iso
[country codes

ISO 4217 Currency Codesd 1SO 4217 http://www.iso.org/iso
[home/standards/curr
ency codes.htm

ISO/IEC ISO/IEC 7812-1:2015 Identification cardsd Identification of http://www.iso.org/iso

7812-1:2015 |issuersd Part 1: Numbering system [home/store/catalogu
e_tc/catalogue detail
.htm?csnumber=660
11

ISO/IEC ISO/IEC 7813:2016 Information technologyd ldentification http://www.is0.0rg/iso

7813:2016 cardsd Financial transaction cards /home/store/catalogu
e_tc/catalogue detail
.htm?csnumber=433
17

ISO/IEC ISO/IEC 7816-5:2004 Identification cardsd Integrated circuit | https://www.iso.org/st

7816-5:2004 |cardso Part 5: Registration of application providers andard/34259.html

ISO/IEC ISO/IEC 15946 1 Information technologyd Security http://www.is0.0rg/iso

15946 1 techniquesd Cryptographic techniques based on elliptic /home/store/catalogu

curvesd Part 1: General e_tc/catalogue detail

.htm?csnumber=654
80
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https://www.iso.org/standard/34259.html
https://www.iso.org/standard/34259.html
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http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=65480
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1.5 Definitions

The following terms are used in this specification:

Table 1.3: Definitions

Term

Definition

3DS Client

3DS Integrator

3DS Method

3DS Requestor

3DS Requestor App

3DS Requestor
Environment

3DS Requestor Initiated
(3RI)

3DS Requestor Website

3DS SDK

3DS Server

3-D Secure (3DS)

The consumer-facing component allowing consumer interaction with the
3DS Requestor for initiation of the EMV 3-D Secure protocol.

An EMV 3-D Secure participant that facilitates and integrates the 3DS
Requestor Environment, and optionally facilitates integration between the
Merchant and the Acquirer.

A scripting call provided by the 3DS Integrator that is placed on the 3DS
Requestor website. Optionally used to obtain additional browser
information to facilitate risk-based decisioning.

The initiator of the EMV 3-D Secure Authentication Request. For example,
this may be a merchant or a digital wallet requesting authentication within
a purchase flow.

An App on a Consumer Device that can process a 3-D Secure transaction
through the use of a 3DS SDK. The 3DS Requestor App is enabled
through integration with the 3DS SDK.

The 3DS Requestor-controlled components (3DS Requestor App, 3DS
SDK, and 3DS Server) are typically facilitated by the 3DS Integrator.
Implementation of the 3DS Requestor Environment will vary as defined by
the 3DS Integrator.

3-D Secure transaction initiated by the 3DS Requestor for the purpose of
confirming an account is still valid. The main use case being recurrent
transactions (TV subscriptions, utility bill payments, etc.) where the
merchant wants perform a Non-Payment transaction to verify that a
subscription user still has a valid form of payment.

Component that provides the website that requests Cardholder credentials
(whether on file or entered by Cardholder).

3-D Secure Software Development Kit (SDK). A component that is
incorporated into the 3DS Requestor App. The 3DS SDK performs
functions related to 3-D Secure on behalf of the 3DS Server.

Refers to the 3DS Integrator's server or systems that handle online
transactions and facilitates communication between the 3DS Requestor
and the DS.

An e-commerce authentication protocol that enables the secure
processing of payment, non-payment and account confirmation card
transactions.
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Term

Definition

Abandon

Absent

Access Control Server
(ACS)

Access Control Server
User Interface (ACS Ul)

Acquirer

Acquirer Domain

Attempts

Authentication
Authentication Request
(AReq) Message
Authentication
Response (ARes)

Message

Authentication Value
(AV)

Authorisation

The act of a Cardholder leaving a transaction by use of the Cancel action
while in the process of a challenge. For example, using the Cancel button
in the App challenge UI.

Used in this specification to indicate that an element is absent when the
name/value pair does not occur in the message.

For example, element "firstName" is absent in the following JSON
instance:

-~

fil ast NafiBend t h o
}

A component that operates in the Issuer Domain, that verifies whether
authentication is available for a card number and device type, and
authenticates specific Cardholders.

The ACS Ul is generated during a Cardholder challenge and is rendered
by the ACS within a Browser challenge window.

A financial institution that establishes a contractual service relationship

with a Merchant for the purpose of accepting payment cards. In the context
of 3-D Secure, in addition to the traditional role of receiving and sending
authorisation and settlement messages (enters transaction into
interchange), the Acquirer also determines whether a Merchant is eligible
to support the Mercibbecurds particip

Contains the systems and functions of the 3DS Requestor Environment
and, optionally the Acquirer.

In this specification, used to indicate the process by which proof of an
authentication attempt is generated when payment authentication is not
available. Support for Attempts is determined by each DS.

In the context of 3-D Secure, the process of confirming that the person
making an e-commerce transaction is entitled to use the payment card.

An EMV 3-D Secure message sent by the 3DS Server via the DS to the
ACS to initiate the authentication process.

An EMV 3-D Secure message returned by the ACS via the DS in response
to an Authentication Request message.

A cryptographic value generated by the ACS to provide a way, during
authorisation processing, for the authorisation system to validate the
integrity of the authentication result. The AV algorithm is defined by each
Payment System.

A process by which an Issuer, or a processor on the Issuer's behalf,
approves a transaction for payment.
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Term Definition

Authorisation System The systems and services through which a Payment System delivers
online financial processing, authorisation, clearing, and settlement services
to Issuers and Acquirers.

Bank Identification The first six digits of a payment card account number that uniquely
Number (BIN) identifies the issuing financial institution. Also referred to as Issuer
Identification Number (IIN) in ISO 7812.

Base64 Encoding applied to the Authentication Value data element as defined in
RFC 2045.

Base64url Encoding applied to the CReg/CRes messages as defined in RFC 7515.

Browser In the context of 3-D Secure, the browser is a conduit to transport

messages between the 3DS Server (in the Acquirer Domain) and the ACS
(in the Issuer Domain).

Card In this specification, synonymous to the account of a payment card.

Cardholder An individual to whom a card is issued or who is authorised to use that
card.

Certificate An electronic document that contains the public key of the certificate

holder and which is attested to by a Certificate Authority (CA) and
rendered not forgeable by cryptographic technology (signing with the
private key of the CA).

Certificate Authority A trusted party that issues and revokes certificates. Refer also to DS
(CA) Certificate Authority.
Challenge The process where the ACS is in communication with the 3DS Client to

obtain additional information through Cardholder interaction.

Challenge Flow A 3-D Secure flow that involves Cardholder interaction as defined in
Section 2.5.2.

Challenge Request An EMV 3-D Secure message sent by the 3DS SDK or 3DS Server where

(CReq) Message additional information is sent from the Cardholder to the ACS to support

the authentication process.

Challenge Response The ACS response to the CReq message. It can indicate the result of the

(CRes) Cardholder authentication or, in the case of an App-based model, also
signal that further Cardholder interaction is required to complete the
authentication.

Consumer Device Device used by a Cardholder such as a smartphone, laptop, or tablet that

the Cardholder uses to conduct payment activities including authentication
and purchase.
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Term

Definition

Device Channel

Device Information

Digital signature

Digital wallet

Directory Server (DS)

Directory Server
Certificate Authority (DS
CA)

Directory Server ID
(directoryServerID)

Electronic Commerce
Indicator (ECI)

Empty

EMV

Indicates the channel from which the transaction originated. Either:

1 App-based (01-APP)
1 Browser-based (02-BRW)
1 3DS Requestor Initiated (03-3RI)

Data provided by the Consumer Device that is used in the authentication
process.

An asymmetric cryptographic method whereby the recipient of the data
can prove the origin and integrity of data, thereby protecting the sender of
the data and the recipient against modification or forgery by third parties
and the sender against forgery by the recipient.

A software component that allows a user to make an electronic payment
with a financial instrument (such as a credit card) while hiding the low-level
details of executing the payment protocol, including such tasks as entering
an account number and providing shipping information and Cardholder
identifying information.

A server component operated in the Interoperability Domain; it performs a
number of functions that include: authenticating the 3DS Server, routing
messages between the 3DS Server and the ACS, and validating the 3DS
Server, the 3DS SDK, and the 3DS Requestor.

A component that operates in the Interoperability Domain; generates and
distributes selected digital certificates to components participating in 3-D
Secure. Typically, the Payment System to which the DS is connected
operates the CA.

Registered Application Provider Identifier (RID) that is unique to the
Payment System. RIDs are defined by the ISO 7816-5 standard.

Payment System-specific value provided by the ACS to indicate the results
of the attempt to authenticate the Cardholder.

An element is empty if the field name is present and the value is empty.
For example, element "firstName" has no data in the following JSON
instance.

)

AfirstNamed:aasdd Nafmenmi:t ho
}
A term referring to EMVCods specif

acceptance of secure payment transactions and/or products and services
complying with such specifications.
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Term

Definition

EMV Payment Token

EMVCo

Ends 3-D Secure
Processing

Ends processing

FIDO Authenticator

Frictionless

Frictionless Flow

Fully Qualified URL

Interaction Counter

As defined in the EMV Tokenisation Specification, a surrogate value for a
PAN that is a variable length, ISO/IEC 7812-compliant numeric issued
from a designated Token BIN or Token BIN Range and flagged
accordingly in all appropriate BIN tables. A Payment Token passes basic
validation rules of an account number, including the Luhn check digit.
Payment Tokens do not have the exact same value as or conflict with a
PAN.

EMVCo, LLC, a limited liability company incorporated in Delaware, USA.

In the 3-D Secure processing flow, this indicates that no further processing
as defined by this specification will be performed.

Per merchant preferences, an authorisation transaction may still be
performed although it will happen without a successful 3-D Secure
authentication outcome.

In the 3-D Secure processing flow, this indicates that an error has been
found by a specific 3-D Secure component, which reports the error via the
appropriate Error Message as defined in A.5.5 or RReq message as
defined in Table B.8.

The specific 3-D Secure component reports the error to the component
from which the erroneous message was received, and may inform other
components about the error and will stop further 3-D Secure processing.

The subsequent 3-D Secure components in the authentication flow will still
perform further execution of the received message with an Error message
to close the error situation. For an RReq message, the sending component
should expect back an RRes message before stopping 3-D secure
processing.

An authentication entity that meetsthe F1 DO Al | i ance6s
which has related metadata. A FIDO Authenticator is responsible for user
verification, and maintaining the cryptographic material required for the
relying party authentication. For additional information, refer to:
https://fidoalliance.org.

The process of authentication achieved without Cardholder interaction.

A 3-D Secure flow that does not involve Cardholder interaction as defined
in Section 2.5.1.

Fully Qualified URL contains all the information necessary to locate a
resource using the following format: scheme://server/path/resource.

Example: https://server.domainname.com/acs/auth.html

The number of interactions for each transaction is tracked by the ACS and
sent with the RReq message to the Directory Server (DS). Used by the
ACS to set a maximum number of cardholder interactions as determined
by the selected Challenge Flows and security requirements to allow an
appropriate number of cardholder retries without going beyond a pre-set
maximum.

I
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Term

Definition

Interoperability Domain

Issuer

Issuer Domain
JavaScript Object

Notation (JSON)

Key

Key management

MAC

Merchant

Message Category

Message Version

Facilitates the transfer of information between the Issuer Domain and
Acquirer Domain systems.

A financial institution that issues payment cards, contracts with
Cardholders to provide card services, determines eligibility of Cardholders
to participate in 3-D Secure, and identifies for the Directory Server card
number ranges eligible to participate in 3-D Secure.

Contains the systems and functions of the Issuer and its customers
(Cardholders).

An open standard format that uses human-readable text to transmit data
objects consisting of attribute-value pairs. It is typically used to transmit
data between a server and web application. Refer to Table 1.1 for RFC
references.

In cryptography, the value needed to encrypt and/or decrypt a value.

The handling of cryptographic keys and other security parameters during
the entire lifetime of the keys, including generation, storage, entry and use,
deletion or destruction, and archiving.

Message Authentication Code. A symmetric (secret key) cryptographic
method that protects the sender and recipient against modification and
forgery of data by third parties.

Entity that contracts with an Acquirer to accept payment cards. Manages
the online shopping experience with the Cardholder, obtains card number,
and then transfers control to the 3DS Server, which conducts payment
authentication.

Indicates the category of the EMV 3-D Secure message. Either:
1 Payment (01-PA)
1 Non-Payment (02-NPA)

Refers to the protocol version that will be used by all components to
process the 3-D Secure transaction. Message version is always consistent
across all 3DS protocol messages for a specific transaction.
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Term Definition

Missing An element is missing either if it is absent (that is the name/value pair does
not occur in the message) or if the field name is present and value is
empty. For example, element “firstName" has no data in both of the
following JSON instances.

Example of empty field name present and value empty:
{
AfirstNameo: 00, mMbmist N&a me 0:
}

Example of absent name/value pair:

{

il ast NafiBend t h o

}

Name/value Pair (NVP) | A simple class encapsulating an attribute/value pair.

Native Refers to the original method for a device display, utilising its own APIs.
Null An element is null if the field name is present and the value is null. For
example, element "firstName" has null in the following JSON instance.
{
AfirstNameo: null , ABmas hNameo:
}
One-Time Passcode A passcode that is valid for only one login session or transaction, on a
(OTP) computer system or other digital device.
Out-of-Band (OOB) A Challenge activity that is completed outside of, but in parallel to, the 3-D

Secure flow. The final Challenge Request is not used to carry the data to
be checked by the ACS but signals only that the authentication has been
completed. ACS authentication methods or implementations are not
defined by the 3-D Secure specification.

Payment System A Payment System defines the operating rules and conditions, and the
requirements for card issuance and Merchant acceptance.

Preparation Request 3-D Secure message sent from the 3DS Server to the DS to request the
(PReq) Message ACS and DS Protocol Version(s) that correspond to the DS card ranges as
well as an optional 3DS MethodURL t o update the 3
storage information.

Preparation Response | Response to the PReq message that contains the DS Card Ranges, active

(PRes) Message Protocol Versions for the ACS and DS and 3DS Method URL so that
updates can be madetot he 3 DS Serverds intern
Private key Part of an asymmetric cryptographic system. The key that is kept secret

and known only to an owner.

Proof of authentication | Refer to Attempts.
attempt
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Term

Definition

Protocol Version

Public key

Public key pair

Results Request
(RReq) Message

Results Response
(RRes) Message

Secret key

Transport Layer
Security (TLS)

Uniform Resource
Locator (URL)

Universally Unique
Identifier (UUID)

Validate

Verify

Wallet

X.509

Registered Application
Provider Identifier (RID)

Refers to the version of the EMV 3-D Secure specification that the
component supports. The protocol version for this specification is 2.1.0.

Part of an asymmetric cryptographic system. The key known to all parties.

Two mathematically related keysd a public key and a private keyd that are
used with a public key (asymmetric) cryptographic algorithm to permit the
secure exchange of information without the necessity for a secure
exchange of a secret.

Message sent by the ACS via the DS to transmit the results of the
authentication transaction to the 3DS Server.

Message sent by the 3DS Server to the ACS via the DS to acknowledge
receipt of the Results Request message.

Registered Application Provider Identifier (RID) is unique to a Payment
System.

RIDs are defined by the ISO 7816-5 standard and are issued by the
ISO/IEC 7816-5 registration authority.

RIDs are 5 bytes.

A key used in a symmetric cryptographic algorithm such as DES which, if
disclosed publicly, would compromise the security of the system.

A cryptographic protocol developed by the IETF (Internet Engineering
Task Force) to confidentially transmit information over open networks,
such as the Internet. Refer to Table 1.1 for RFC references.

Address scheme for pages on the World Wide Web usually in the format
http://www.example.com or https://www.example.com.

Identifier standard used in software construction. In its canonical form, a
UUID is represented by 32 lowercase hexadecimal digits, displayed in five
groups separated by hyphens, in the form 8-4-4-4-12 for a total of 36
characters (32 alphanumeric characters and four hyphens). Refer to
Table 1.1 for RFC references.

In this specification, the process of checking a message against the
requirements for presence and format of each data element in the
message as defined in Table A.1 and detailed outline in Section 5.1.6.
Refer to Section 5.9 for additional information.

In this specification, the process of checking a message cryptographically
as defined in Section 6.2. Refer to Section 5.9 for additional information.

Refer to Digital wallet.

Certificate format as defined in RFC 4158.
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1.6 Abbreviations

The abbreviations listed in Table 1.4 are used in this specification.

Table 1.4: Abbreviations

Abbreviation Description
3DS Three Domain Secure
3DS SDK Three Domain Secure Software Development Kit
3RI 3DS Requestor Initiated
ACS Access Control Server
AReq Authentication Request
ARes Authentication Response
AV Authentication Value
BIN Bank Identification Number
CA Certificate Authority
CADS Certificate Authority Directory Server
CReq Challenge Request
CRes Challenge Response
DS Directory Server
ECI Electronic Commerce Indicator
JSON JavaScript Object Notation
MAC Message Authentication Code
NPA Non-Payment Authentication
NVP Name/value pair
OOB Out-of-Band
PA Payment Authentication
OTP One-time Passcode
PReq Preparation Request Message
PRes Preparation Response Message
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Abbreviation Description

RID Registered Application Provider Identifier

RReq Results Request Message

RRes Results Response Message

SDK Software Development Kit

TLS Transport Layer Security

URL Uniform Resource Locator

uuIiD Universally Unique Identifier

1.7 3-D Secure Protocol Version Number

The following table provides the Protocol Version Number status for the 3-D Secure Protocol
and Core Functions Specification.

Table 1.5: Protocol Version Numbers

Protocol Version Status
Number
2.0.0 Deprecated
2.1.0 Active

1.8 Supporting Documentation

The following documents are specific to the EMV 3-D Secure protocol and should be used in
conjunction with this specification. These documents as well as EMV 3-D Secure FAQs are
located on the EMVCo website under the 3-D Secure heading.

1 EMV 3-D Secured SDK Specification

1 EMV 3-D Secure SDK Technical Guide

1 EMV 3-D Secure SDKd Device Information
1 EMV 3-D Secure JSON Message Samples
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1.9 Terminology and Conventions

The following words are used often in this specification and have a specific meaning:
Shall

Defines a product or system capability which is mandatory.

May

Defines a product or system capability which is optional or a statement which is informative
only and is out of scope for this specification.

Should
Defines a product or system capability which is recommended.
Ends 3-D Secure Processing

As outlined in Chapter 3, defines a specific exception scenario in the 3-D Secure
authentication flows where further processing is outside the scope of this specification. Refer
to Table 1.3 for additional information.

Ends Processing

As outlined in Chapter 3, defines a specific exception scenario in the 3-D Secure
authentication flows where a 3-D Secure component experiences an error and does not
process the transaction normally. Therefore, subsequent components take action on the
error instance. Refer to Table 1.3 for additional information.
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2 EM\V3-D Secure Overview

This overview describes the components, the systems, and the functions necessary to
implement 3-D Secure. Descriptions are divided into the following domains:

1 Acquirer Domaind 3-D Secure transactions are initiated from the Acquirer Domain

1 Interoperability Domaind 3-D Secure transactions are switched between the
Acquirer Domain and Issuer Domain

M Issuer Domaind 3-D Secure transactions are authenticated in the Issuer Domain
Figure 2.1 depicts the interaction of the three domains and the components of each.

Because the implementation of the 3DS Requestor Environment may vary, the diagram
purposefully does not imply a specific implementation of these components or how they
interoperate. For example, the 3DS Client may communicate directly with the 3DS Server, or
the 3DS Server and 3DS Requestor may be functionally combined.

Figure 2.1: 3-D Secure Domains and Components

3D5
Requestor

3DS Client Authentication 3DS Server

‘ Request/Response *
I
|
Results |
Request/Response ]
Challenge |
Request/Response ]
3DS Method |
|
|
Payment Requests
Authentication |
Request/Response Directory |
" Server |
Access Control |
Server Results |
Request/Response :
|
|
Authorisation Authorisation
o - - - M - mmli ’| o - - - - -
essage | Message
Issuer Payment Acquirer

Network

Note: Dashed arrows and 3DS Requestor are not part of 3DS specification and are shown for clarity only
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2.1 Acquirer Domain

The Acquirer Domain has the following components:
1 3DS Requestor Environment
o 3DS Requestor
o 3DS Client
o 3DS Server
3DS Integrator

Acquirer (for Payment Authorisation)

2.1.1 3DS Requestor Environment

The 3DS Requestor Environment is a collective term for components under the 3DS
Request or tha sugporn3tDrSecure. The 3DS Requestor Environment components
include:

1 3DS Requestor

1 3DS Client

1 3DS Server
2.1.1.1 3DS Requestor

The 3DS Requestor initiates the AReg message and is the conduit for the 3-D Secure data
from the Consumer Device. For example, in payment authentication, the 3DS Requestor
typically represents the existing Merchant web server for online shopping.

The 3DS Requestor has a relationship with the 3DS Client either via the 3DS Requestor
App, or the 3DS Method/Browser on the Consumer Device. The 3DS Requestor has a link to
or integration with the 3DS Server.

To process 3-D Secure transactions:

1 App-basedd 3DS Requestor App integrates the 3DS SDK as defined in the EMV 3-
D Secure SDK Specification. The 3DS SDK displays the User Interface (Ul) to
Cardholders.

1 Browser-basedd 3DS Requestor Browser-based solution utilises the 3DS Method to
gather browser information/device details and the ACS provides HTML to the
Browser to display the Ul to the Cardholder when a challenge is necessary.

2.1.1.2 3DS Client

The 3DS Client is the component on a Consumer Device that initiates a 3-D Secure
authentication. For example, in payment authentication, the 3DS Client is integrated with the
Merchant checkout as part of an online shopping experience.

The 3DS Client can be implemented in two models:

1 App-basedd The 3DS Client is the 3DS SDK that is integrated with the 3DS
Requestor App and facilitates the Cardholder interaction.

The 3DS SDK gathers 3-D Secure information from the Consumer Device, supports
the authentication of the Access Control Server (ACS), and protects the Cardholder
authentication data flow.
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1 Browser-basedd The 3DS Client is the 3DS Method that is integrated with the 3DS
Requestor 6 s \uneokes withie a baowskr on the Consumer Device.

The 3DS Method is a scripting call provided by the 3DS Integrator placed on the
website on which the Cardholder is interacting, such as a Merchant checkout page in
a payment transaction. The purpose of the 3DS Method is to obtain additional
browser information to help facilitate risk-based decisioning.

2.1.1.3 3DS Server

The 3DS Server provides the functional interface between the 3DS Requestor Environment
flows and the DS. The 3DS Server is responsible for:

9 Collecting necessary data elements for 3-D Secure messages
9 Authenticating the DS

1 Validating the DS, the 3DS SDK, and the 3DS Requestor

1 Ensuring that message contents are protected

To initiate a 3-D Secure authentication, the 3DS Server collects the necessary data
elements from any or all of the components within the 3DS Requestor Environment. For
example, in payment authentication, the Cardholder could provide account information using
a Consumer Device, or the information could be held on file within the 3DS Requestor
Environment. Device Information is obtained by the 3DS Client and forwarded to the 3DS
Server.

Note: Following payment authentication, depending on the 3DS Requestor configuration,
the 3DS Server may also link to the Acquirer and initiate authorisation requests.

2.1.2 3DS Integrator (3DS Server and 3DS Client)

The 3DS Integrator role provides the functional interface between the 3DS Requestor
Environment and the 3-D Secure messages.

The role of the 3DS Integrator is to provision the 3DS Server and the 3DS Client, and to
integrate the 3-D Secure functionality with the 3DS Requestor business functionality. This
function is critical to interfacing with the DS and the ACS within the authentication
messaging, while also acting as the conduit for challenge results when performed. The 3DS
Integrator provides the approved 3DS SDK component or the 3DS Method functionality to
3DS Requestors for integration into their 3DS Requestor App and/or website.

The 3DS Integrator is responsible for registration of Merchants with all required DSs.

Note: Following payment authentication, the 3DS Integrator can offer authorisation
functionality with an Acquirer.

2.1.3 Acquirer (Payment Authorisation)
An Acquirer is a financial institution that:

i1 Enters into a contractual relationship with a Merchant for the purpose of accepting
payment card transactions

1 Supports the Merchantd participation in 3-D Secure
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Following a 3-D Secure payment authentication, the Acquirer performs its traditional role,
which involves:

1 Receiving authorisation requests from the Merchant

1 Sending authorisation requests to the authorisation system
1 Providing authorisation responses to the Merchant
1

Submitting the completed transactions to the settlement system

2.2 Interoperability Domain

The Interoperability Domain has the following components:
Directory Server (DS)
Directory Server Certificate Authority (DS CA)
Authorisation System

2.2.1 Directory Server

The DS performs a number of functions that include:

Authenticating the 3DS Server and the ACS

Routing messages between the 3DS Server and the ACS

Validating the 3DS Server, the 3DS SDK, and the 3DS Requestor

Defining specific programme rules (for example, logos, time-out values, etc.)
Onboarding 3DS Servers and ACSs

Maintaining ACS and DS Start and End Protocol Versions and 3DS Method URLs

=A =4 =4 =4 -4 =4

2.2.2 Directory Server Certificate Authority

The DS CA generates the DS Public Key to the 3DS SDK and generates Transport Layer
Security (TLS) certificates for use by 3-D Secure components. The DS CA is typically
operated by the Payment System responsible for a specific DS.

These certificates include:

I TLS client and server certificates used in the communication between the 3DS
Server and the DS, and between the DS and the ACS

1 Signing certificates used to sign messages passed from the ACS to the 3DS SDK.
Refer to Chapter 6 for detailed information about certificates.
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2.2.3 Authorisation System (Payment Authentication)

The Authorisation System performs its traditional role after payment authentication, which
involves:

1 Receiving authorisation requests from the Acquirer
1 Sending authorisation requests to the Issuer

9 Providing authorisation responses to the Acquirer
1

Providing clearing and settlement services to the Acquirer and the Issuer

2.3 Issuer Domain

The Issuer Domain has the following components:
1 Cardholder

1 Consumer Device

1 Issuer

9 Access Control Server (ACS)
2.3.1 Cardholder

The Cardholder provides account information using a Consumer Device. If necessary, the
Cardholder is prompted to provide additional information for authentication.

2.3.2 Consumer Device

The Consumer Device has the capability to run a 3DS Requestor App or present a website
on a browser that can be used for 3-D Secure authentication.

The Consumer Device-based components of the 3DS Requestor Environment depend on
the model:

1 App-basedd the 3DS SDK integrated with the 3DS Requestor App
1 Browser-basedd a browser utilising the 3DS Method
These components have a specific relationship with the 3DS Requestor and 3DS Server.

2.3.3 Issuer
An Issuer is a financial institution that:

9 Enters into a contractual relationship with the Cardholder for issuance of one or more
payment cards

Defines card number ranges eligible to participate in 3-D Secure

Provides card number ranges to be added to the applicable DS
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2.3.4 Access Control Server

The ACS contains the authentication rules and is controlled by the Issuer. ACS functions
include:

1 Verifying whether a card number is eligible for 3-D Secure authentication

91 Verifying whether a Consumer Device type is eligible for 3-D Secure authentication
1 Authenticating the Cardholder for a specific transaction

1 Confirming account information for a 3RI transaction

While these functions may belong to a single logical ACS, implementations may divide the
processing by function or other characteristics (for example, card number range) among
multiple physical servers.

2.4 3-D Secure Messages

This section introduces the messages defined for 3-D Secure. Refer to Chapter 5 for
detailed information about message handling, and Annex B for message data elements.

2.4.1 Authentication Request Message (AReq)

The AReq message is the initial message in the 3-D Secure authentication flow. The 3DS
Server forms the AReq message when requesting authentication of the Cardholder. It can
contain Cardholder, payment, and Device information for the transaction. There is only one
AReq message per authentication.

2.4.2 Authentication Response Message (ARes)

The ARes message isthe | s s uA&CS éesponse to the AReq message. It can indicate that
the Cardholder has been authenticated, or that further Cardholder interaction is required to
complete the authentication. There is only one ARes message per transaction.

2.4.3 Challenge Request Message (CReq)

The CReq message initiates Cardholder interaction in a Challenge Flow and can be used to
carry authentication data from the Cardholder.

1 App-basedd The CReq message is sent by the 3DS SDK. There are two or more
CReq messages per challenge as multiple back-and-forth attempts between the ACS
and the Cardholder may be required to complete the authentication.

1 Browser-basedd The CReq message is sent by the 3DS Server. There is only one
CReq message per challenge.

2.4.4 Challenge Response Message (CRes)

The CRes message is the ACS response to the CReq message. It can indicate the result of
the Cardholder authentication or, in the case of an App-based model, also signal that further
Cardholder interaction is required to complete the authentication.

1 App-basedd Elements of the CRes message provide the necessary data for the
3DS SDK to generate and display the user interface (Ul) for the challenge. There are
two or more CRes messages per transaction to complete Cardholder authentication.
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1 Browser-basedd The CRes message contains the authentication result and
completes the Cardholder challenge. There is only one CRes message per
challenge.

2.4.5 Results Request Message (RReq)

The RReq message communicates the results of the authentication. The message is sent by
the ACS through the DS to the 3DS Server. There is only one RReq message per
authentication. The RReq message is present only in an authentication requiring a
Cardholder challenge.

2.4.6 Results Response Message (RRes)

The RRes message acknowledges receipt of the RReq message. The message is sent by
the 3DS Server through the DS to the ACS. There is only one RRes message per
authentication. The RRes message is present only in an authentication requiring a
Cardholder challenge.

2.4.7 Preparation Request Message (PReq)

The PReqg message is sent from the 3DS Server to the DS to request information about the
Protocol Version Number(s) supported by available ACSs and the DS and if one exists, any
corresponding 3DS Method URL. This message is not part of the 3-D Secure authentication
message flow.

2.4.8 Preparation Response Message (PRes)

The PRes message is the DS response to the PReq message. The 3DS Server can utilise
the PRes message to cache information about the Protocol Version(s) supported by
available ACSs and the DS, and if one exists, about the corresponding 3DS Method URL.
This message is not part of the 3-D Secure authentication message flow.

2.4.9 Error Message

Error messages provide additional information about an error that occurred during message
processing between the 3DS Server, the DS, the ACS, and the 3DS SDK.

Chapter 5, Annex A, and Annex B provide additional information about Error messages.

2.5 Authentication Flows

This section introduces the authentication flows defined for EMV 3-D Secure. Refer to
Chapter 3 of this specification for authentication flow requirements.

2.5.1 Frictionless Flow

The Frictionless Flow initiates a 3-D Secure authentication flow and consists of an AReq
message and an ARes message.

The Frictionless Flow does not require further Cardholder interaction to achieve a successful
authentication and complete the 3-D Secure authentication process.
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2.5.2 Challenge Flow

In addition to the AReq and ARes messages that comprise the Frictionless Flow, the
Challenge Flow consists of CReq, CRes, RReq, and RRes messages.

If the ACS determines that further Cardholder interaction is required to complete the
authentication, the Frictionless Flow transitions into the Challenge Flow. For example, a
challenge may be necessary because the transaction is deemed high-risk, is above certain
thresholds, or requires a higher level of authentication due to country mandates (or
regulations).

3DS Requestors decide whether to proceed with the challenge, or to terminate the 3-D
Secure authentication process.

2.5.3 Processing Payment EMV Payment Tokens
General configuration:

In order for this specification to appropriately handle flows that initiate with EMV Payment
Tokens, the Payment Token ranges shall be shared and configured on the appropriate DS.
This is essential for the EMV Payment Token transaction to be routed to the appropriate DS
and then to the ACS.

EMV Payment Token handling during transaction flow:

During the Authentication Request (AReq) message flow, it might be necessary for the
Payment Token to be detokenised and the actual PAN to be placed in the Cardholder
Account Number for the remainder of the AReq flow. For instance, this could be required if
the transaction initiated with an EMV Payment Token and the ACS was configure based off
of the PAN. In this case, the EMV Payment Token Indicator in the AReq message is set to
True to indicate that the transaction initiated with an EMV Payment Token.
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2.6 Frictionless Flow Outline

Figure 2.2 depicts the steps of the Frictionless Flow.

Figure 2.2: Frictionless Flow
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The Frictionless Flow comprises the following Steps:

Start: Cardholderd Cardholder initiates a transaction on a Consumer Device. The
Cardholder provides the information necessary for the authentication (Cardholder
entry or already on file with the Merchant).

1. 3DS Requestor Environmentd Within the 3DS Requestor Environment, the necessary
3-D Secure information is gathered and provided to the 3DS Server for inclusion in the
AReq message.

How information is provided, and from which component, depends on the following:
1 Device Channeld App-based (Section 2.6.1) or Browser-based (Section 2.6.2)
1 Message Categoryd Payment or Non-Payment

1 3DS Requestor 3-D Secure implementation (Section 2.1.1)
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2. 3DS Server through DS to ACSd Using the information provided by the Cardholder
and data gathered within the 3DS Requestor Environment, the 3DS Server creates and
sends an AReq message to the DS, which then forwards the message to the appropriate
ACS.

3. ACS through DS to 3DS Serverd In response to the AReq message, the ACS returns
an ARes message to the DS, which then forwards the message to the initiating 3DS
Server.

Before returning the response, the ACS evaluates the data provided in the AReq
message. In a Frictionless Flow, the ACS determines that further Cardholder interaction
is not required to complete the authentication.

4. 3DS Requestor Environmentd The 3DS Server communicates the result of the ARes
message to the 3DS Requestor Environment which then informs the Cardholder.

As defined in Section 2.1.1, the 3DS Requestor determines how the interaction between
these components is implemented. Refer to Sections 2.6.1 and 2.6.2 for additional
information.

Note: 3-D Secure processing ends here. For Payment Authorisation, the subsequent steps
apply:

5. Merchant and Acquirerd The Merchant proceeds with authorisation exchange with its
Acquirer. If appropriate, the Merchant, Acquirer, or Payment Processor can submit a
standard authorisation request.

6. Payment Authorisationd The Acquirer can process an authorisation with the Issuer
through the Payment System and return the authorisation results to the Merchant.

2.6.1 3DS Requestor Environmentd App-based

In an App-based model, the communication flows between the 3DS SDK/3DS Requestor
App and the 3DS Server/3DS Requestor using the APIs made available from the 3DS
Server/3DS Requestor.

Figure 2.3 depicts the 3DS Requestor Environment in an App-based model.

Figure 2.3: 3DS Requestor Environmentd Frictionless Flowd App-based
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Functionality for Step 1 and Step 4 is defined in Section 2.6, with the following clarifications:

Start: Cardholder and 3DS Requestor Appd The Cardholder initiates a transaction
using a 3DS Requestor App on a Consumer Device.

1. 3DS SDK and 3DS Serverd The 3DS SDK/3DS Requestor App communicates with the
3DS Server/3DS Requestor. Sensitive information from the Consumer Device is
encrypted before being sent in the AReq message to the DS.
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4. 3DS Server and 3DS SDKd The 3DS Server/3DS Requestor communicates the result
of the ARes message to the 3DS SDK/3DS Requestor App, which then informs the
Cardholder.

2.6.2 3DS Requestor Environmentd Browser-based

In a Browser-based model, the communication flows between the Consumer Device and the
3DS Server/3DS Requestor using a TLS browser connection.

Figure 2.4 depicts the 3DS Requestor Environment.

Figure 2.4: 3DS Requestor Environmentd Browser-based
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Functionality for Step 1 and Step 4 is defined in Section 2.6, with the following clarifications:

Start: Cardholderd The Cardholder initiates the transaction using a browser on a
Consumer Device using a website operated by the 3DS Requestor.

1.1 3DS Requestor and 3DS Serverd The 3DS Requestor communicates with the 3DS
Server. The 3DS Server determines the ACS and DS Start and End Protocol
Versions and, if present obtains the 3DS Method URL for the requested card range
and returns the information to the 3DS Requestor. The ACS and DS Protocol
Version(s) and 3DS Method URL data were previously received by the 3DS Server
via a PRes message.

1.2 3DS Method on the 3DS Requestor checkout paged The 3DS Requestor
checkout page loads the 3DS Method URL, if present, which allows the ACS to
obtain additional browser information for risk-based decisioning.

1.3 3DS Requestor and 3DS Serverd The 3DS Requestor provides the necessary 3-D
Secure information for the transaction to the 3DS Server.

4, 3DS Server and 3DS Requestord The 3DS Server communicates the result of the
ARes message to the 3DS Requestor and completes the transaction. The 3DS
Integrator determines how the interaction between these components is
implemented.

2.6.3 3DS Requestor Environmentd 3Rl

For 3RI transactions, the 3DS Requestor Environment utilises only the 3DS Requestor and
the 3DS Server as no cardholder is present during the transaction.

Figure 2.5 depicts the 3DS Requestor Environment for a 3RI transaction.
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Figure 2.5: 3DS Requestor Environmentd 3Rl
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The communication flows between the 3DS Requestor and 3DS Server are defined by the
specific 3DS Integrator implementation.

Start: 3DS Requestord 3DS Requestor needs to confirm an account.

1.1 3DS Requestor and 3DS Serverd 3DS Requestor initiates communications with the
3DS Server and provides the necessary 3-D Secure related information for the
transaction to the 3DS Server.

1.3 3DS Server and 3DS Requestord 3DS Server communicates the result of the ARes
to the 3DS Requestor Server.
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2.7 Challenge Flow Outline

Figure 2.6 depicts the steps of the Challenge Flow.

Figure 2.6: Challenge Flow
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The Challenge Flow comprises the following Steps:

Start: Cardholderd Same as the Frictionless Flow.

1. 3DS Requestor Environmentd Same as the Frictionless Flow.
2. 3DS Server through DS to ACSd Same as the Frictionless Flow.

3. ACSthrough DS to 3DS Serverd Same as the Frictionless Flow except that the ARes
message indicates that further Cardholder interaction is required to complete the
authentication.

4. 3DS Server to 3DS Requestor Environmentd Same as the Frictionless Flow except
that further Cardholder interaction is required to complete the authentication.
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5. 3DS Client to ACS8 The 3DS Client initiates a CReq message based on information
received in the ARes message. The manner in which this is done depends on the model:

1 App-basedd A CReq message is formed by the 3DS SDK and is posted to the ACS
URL received from the ARes message.

1 Browser-basedd A CReq message is formed by the 3DS Server and is posted
through t he Car thheBRSReqgbestorhorthe AMSSAJRL received
from the ARes message.

6. ACSto 3DS Clientd The ACS receives the CReq message and interfaces with the 3DS
Client to facilitate Cardholder interaction. The manner in which this is done depends on
the model:

1 App-basedd The ACS utilises pairs of CReq and CRes messages to perform the
challenge. In response to the CReq message, the CRes message requesting the
Cardholder to enter the authentication data is formed by the ACS and sent to the
3DS SDK.

i Browser-basedd The ACS sends the authentication user interface to the Cardholder
browser. The Cardholder enters the authentication data via the browser to be
checked by the ACS. In response to the CReq message, the CRes message is
formed by the ACS and sent to the 3DS Server to indicate the result of the
authentication.

Note: For the App-based model, Step 5 and Step 6 will be repeated until the ACS makes a
determination.

7. ACSthrough DS to 3DS Serverd The ACS sends an RReq message that can include
the Authentication Value (AV) to the DS, which then routes the message to the
appropriate 3DS Server using the 3DS Server URL received from the AReq message.

8. 3DS Server through DS to ACSd The 3DS Server receives an RReq message and in
response, returns an RRes message to the DS, which then routes the message to the
ACS.

Note: 3-D Secure processing ends here. For Payment Authorisation, the subsequent steps
apply.
9. Merchant and Acquirerd Same as the Frictionless Flow.

10. Payment Authorisationd Same as the Frictionless Flow.
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SEMV-D3 SecAlutehenti cati on
Requirements

This chapter provides the requirements for the EMV 3-D Secure processing flow.

For clarity, the actions for all components involved in the 3-D Secure authentication process
are described, however, the four components covered by the EMV 3-D Secure Protocol and
Core Functions Specification are the:

1 3DS Client
o 3DS SDK
o 3DS Method
3DS Server
Directory Server (DS)
Access Control Server (ACS)
The aforementioned components are required to follow the specifications as written.

For an App-based model, also refer to the EMV 3-D Secured SDK Specification for detailed
requirements and implementation guidelines.

As introduced in Chapter 2, a Challenge flow is initially identical to a Frictionless Flow, thus
the two flows in this section are described in one processing flow.

Note: The term AValidat eod ictonandisadequirenent forthe 8-D t
Secure component to validate a received message. The details of the actual validation
process are defined in a specific sub-section of Section 5.9. A validation process will include
a check for the presence and format of each data element based on the data elements
defined in Table A.1 and the functionality outlined in Section 5.1.6, and will also include the
actual error handling, should a message be in error. In addition, the validation process may
include cryptographic verification and decryption of the message.

3.1 App-based Requirements

The Steps in the Authentication Flow are outlined in Figure 3.1 with detailed requirements
following the figure.
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Figure 3.1: 3-D Secure Processing Flow Stepsd App-based

e e | ———

| “Purchase Info 2. Request 3D5 Data
|3 Return 305 Data | |
——————————————— 5. Authentication [] L
4.Call to Request 6. Authentication
3DS Server Request
henticati 7. Authentication
8. Authentication || Response
b — — — — — - L e e - — = Response !
9. 3DS Server
L Response
10. Request 3DS | | H
[~ T Thalienge | é é
allenge 11} Set Up Challenge Request e 12, Validate
i sender and
| creale
u 13. Challenge Response challenge
[ wntil Challenge Completes]
¢ 14. Open Disgllay Msgs (Madal)
15, Submit
________ ——————7 16. Challenge Request 17.
|| Determines
i — | Repeat
| —:—‘13_ Results Request Challenge
{ 19. Results Reguest | |¥ Requirement
 —
20. Results Respons
I 21. Results Response |
T 22, Receive
23. Chillenge Response {Completion) and Log
24, Close 3DS T T
_ _25.App_ _ | < Challenge -
Response L | | | | T

Note: Dashed arrows are nat part of the 3-D Secure 2.0 protocol but are shown for clarity, This flow shows the CReq/CRes message
exchange if there is a need to retry or request additional infarmation from the cardholder,

Figure 3.1 portrays a possible flow for components within the 3DS Requestor Environment
and does not preclude a specific implementation. Refer to Section 2.1.1 for additional
information about the 3DS Requestor Environment.

Note: Step 10 through Step 25 are applicable only for a Challenge Flow

The 3-D Secure processing flow for App-based implementations contains the following
Steps:

Step 1: The Cardholder

The Cardholder interacts with the 3DS Requestor using the 3DS Requestor App and
confirms the applicable business logic. For example, the Cardholder makes an e-commerce
purchase using a 3DS Requestor App on a Consumer Device.

Step 2: The 3DS Requestor App

Depending on the 3DS Requestor Environment (as outlined in Section 2.1.1), additional
information may be obtained. For example, payment and shopping cart information for
Payment Authentication.

The 3DS Requestor App uses the Cardholder Account Number and optionally other
cardholder information to identify the Payment System. Payment Systems are identified by
their ISO RID (as defined in Table 1.2).
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The 3DS Requestor App invokes the createTransaction method within the 3DS SDK to
initiate 3-D Secure Cardholder authentication.

The 3DS Requestor App provides to the SDK the:

9 Directory Server ID value (which is the Payment System& RID), and

1 Message version (obtained from the 3DS Requestor Environment)
and obtains the:

i SDK Transaction ID

1 SDKAppID

i Device Information, and

1 Protocol Version (Version used by the SDK for this transaction)

Note: If the message version is null, the SDK will utilise the highest version of the protocol
that it supports. If the message version is present, the SDK will utilise that version of the
protocol (assuming the SDK supports the version), otherwise the SDK will error.

Note: As described in the EMV 3DS SDK Specification, the 3DS SDK encrypts the Device
Information by using the DS public key. This key is identified based on the DirectoryServerlD
that is passed to the createTransaction method.

Step 3: The 3DS SDK
The 3DS SDK returns data required for the AReq message.
Step 4: The 3DS Requestor Environment

The 3DS Requestor Environment is responsible for gathering the information for the AReq
message assembled by the 3DS Server.

As introduced in Section 2.1.1, this specification does not require a specific component to
gather the information only that the information is available for the 3DS Server when the
AReq message is built. This information can include:

Cardholder Account information

Merchant Risk Indicator

3DS Requestor Authentication information
Payment information (for Payment Authentication)

Non-Payment information

= =4 =4 =4 4 =4

Cardholder information

This information together with the information gathered by the 3DS SDK (as outlined in the
requirements within this step) is made available to the 3DS Server.

Note: Ul requirements for this step are defined in Section 4.2.

Seq 3.1 [Reqg 1] The communication between the 3DS Requestor App and Server (3DS
Requestor or 3DS Server) shall be established using a server authenticated
TLS session as defined in Section 6.1.1.

If the communication channel(s) within the 3DS Requestor Environment makes
it impossible to have the 3DS Server receive the information within a
reasonable amount of time, then this needs to be reported to the Cardholder
via the 3DS Requestor App without further 3-D Secure processing.
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During the execution of this Step, the 3DS SDK shall:

Seq 3.2

Seq 3.3

Seq 3.4
Seq 3.5
Seq 3.6

Step 5:

[Req 2] Obtain the Device Information, SDK Reference Number, and SDK App
ID. Refer to the EMV 3-D Secured SDK Specification and Annex A of this
specification for additional detail.

[Req 3] Generate the SDK Transaction ID for the 3-D Secure authentication.

This ID will uniquely identify this transaction within all messages in the
authentication process (AReg/ARes, CReg/CRes and RReq and RRes) for the
3DS SDK.

[Req 4] Set the Device Rendering Options Supported data element as defined
in Table A.1.

[Req 5] Encrypt the Device Information (using the public key of the DS) as
defined in Section 6.2.2.1.

[Req 6] Prepare the 3DS SDK to ACS secure channel as defined in Section
6.2.3.1.

The 3DS Server

The 3DS Server shall:

Seq 3.7

Seq 3.8

Seq 3.9
Seq 3.10

Seq 3.11

Seq 3.12

Seq 3.13

Seq 3.14
Seq 3.15

[Req 7] Verify the authenticity of the 3DS SDK as defined in Section 6.2.1.

If the authenticity of the 3DS SDK cannot be verified by the 3DS Server, the
3DS Server ends 3-D Secure processing.

[Req 300] If the 3DS Requestor and 3DS Server are separate components,
ensure that data transferred between the components is protected at a level
that satisfies Payment System security requirements with mutual authentication
of both servers.

If the communication is not established as required the 3DS Server ends 3-D
Secure processing.

[Req 8] Generate the 3DS Server Transaction ID.

[Req 9] Obtain the 3DS Requestor ID, the 3DS Server Reference Number, and
conditionally the Acquirer BIN.

[Req 10] Ensure availability of the necessary information for the AReq
message (as defined in Table B.1) gathered by components within the 3DS
Requestor Environment.

If the necessary information is not available the 3DS Server ends 3-D Secure
processing.

[Req 11] Determine which DS the authentication transaction needs to be sent
based on the BIN (as defined in ISO 7812) and optionally other Cardholder
account information.

[Req 12] Establish a secure link with the DS as defined in Section 6.1.2.1.

If the connection cannot be established with the DS the 3DS Server ends 3-D
Secure processing.

[Req 13] Format the AReq message as defined in Table B.1.

[Reqg 14] Send the AReq message to the DS using the secured link established
in [Req 12].
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If the 3DS Server receives a failure when communicating with the DS, or does
not get a response (as defined in Section 5.5) the 3DS Server ends 3-D
Secure processing.

Note: The 3DS Server can use the ACS Start Protocol Version, ACS End Protocol Version,
DS Start Protocol Version and DS End Protocol Version obtained from the PRes message to
verify that the ACS and DS support the protocol version used by the 3DS Server.

Step 6: The DS
The DS shall:

Seq 3.16 [Req 15] Receive the AReq message from the 3DS Server and Validate as
defined in Section 5.9.1.

If the message is in error the DS ends processing.
Seq 3.17 [Req 16] Generate the DS Transaction ID.

Seq 3.18 [Req 17] Decrypt the SDK Encrypted Data data element of the AReq message
as defined in Section 6.2.2.2 and Base64url encode resulting content and
move the encoded content to the Device Information data element of the AReq
message for the ACS.

If decryption fails, the DS returns to the 3DS Server an Error Message (as
defined in Section A.5.5) with Error Component = D and Error Code = 302 and
ends processing.

Seq 3.19 [Req 18] Check that the Message Version Number is supported by the DS and
the ACS.

If not, the DS returns to the 3DS Server EITHER an:

1 ARes message (as defined in Table B.2) with Transaction Status set to the
appropriate response as defined by the specific DS and ends processing, OR

1 Error Message (as defined in Section A.5.5) with Error Component = D and
Error Code = 102 and ends processing.

Seq 3.20 [Req 19] Check the data elements in the AReq message as follows.
M If either the:

o 3DS Server Reference Number does not represent a participating 3DS
Server, OR

0 SDK Reference Number does not represent a participating 3DS SDK

Then the DS returns to the 3DS Server an Error Message (as defined in
Section A.5.5) with Error Component = D and Error Code 303 and ends
processing.

1 If Merchant Category Code (MCC) is not valid for the specific DS, then the DS
returns to the 3DS Server Error Message (as defined in Section A.5.5) with
Error Component = D and Error Code = 306 and ends processing.

Seq 3.21 [Req 20] Determine if the Cardholder Account Number received in the AReq
message is in a participating account range.

If not, the DS returns to the 3DS Server an ARes message (as defined in
Table B.2 with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing
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Seq 3.22 [Req 21] Determine if the Cardholder Account Number is in an account range
that has an ACS capable of processing 3-D Secure messages.

If not, the DS returns to the 3DS Server an ARes message (as defined in
Table B.2) with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing.

Seq 3.23 [Req 22] Store the 3DS Server URL with the DS Transaction ID (for possible
RReq processing).

Seq 3.24 [Req 23] Establish a secure link with the ACS as defined in Section 6.1.3.1.

If the connection cannot be established with the ACS then the DS proceeds as
specified in [Req 233] and ends processing.

Note: The DS may maintain multiple ACS URLs. If the first URL attempted is not available,
then the DS will attempt to connect to one of the alternate URLSs.

Seq 3.25 [Req 24] Send the AReq message to the ACS using the secured link
established in [Req 23].

If the DS does not receive an ARes message from the ACS (as defined in
Section 5.5), the DS returns to the 3DS Server a message as specified in [Req
235] and ends processing.

Step 7: The ACS

The ACS shall:
Seq 3.26 [Req 25] Receive the AReq message from the DS and Validate as defined in
Section 5.9.2.

If the message is in error the ACS ends processing.
Seq 3.27 [Req 26] Check whether the Consumer Device is supported.

If not, the ACS returns to the DS an ARes message with a Transaction Status
= U and Transaction Status Reason Code = 03 and ends processing.

Note: The ACS uses the Device Information received in the AReq message to recognise the
device, assess transaction risk, and determine if it can complete the authentication with this
device.

Seq 3.28 [Req 318] The ACS shall not initiate an interaction with the Cardholder as part
of a Frictionless transaction. Cardholder interaction shall be done as part of a
Challenge flow.

Seq 3.29 [Req 27] Generate the ACS Transaction ID.

Seq 3.30 [Req 28] Use the Cardholder Account Number from the AReq message to
determine whether authentication is available or can be completed for the
Cardholder.

If the authentication for the Cardholder Account Number is not available, then
the ACS returns to the DS an ARes message (as defined in Table B.2) with
Transaction Status and Transaction Status Reason Code set to the appropriate
response as defined by the specific DS and ends processing.

The ACS should:

Seq 3.31 [Req 29] Use the values of the 3DS Requestor Challenge Indicator received in
the AReq message when evaluating the transaction disposition as defined in
[Req 30].
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The ACS shall:
Seq 3.32 [Req 30] Evaluate the values received in the AReq message and determine

Seq 3.33

Seq 3.34

o0 T p

whether the transaction? is:
authenticated (Transaction Status =Y)

requiring a Cardholder challenge to complete authentication (Transaction
Status = C)

not authenticated (Transaction Status = N)

not authenticated, but a proof of authentication attempt (Authentication Value)
was generated (Transaction Status = A)?

not authenticated, as authentication could not be performed due to technical or
other issue (Transaction Status = U)

not authenticated because the Issuer is rejecting authentication and requesting
that authorisation not be attempted (Transaction Status = R)

[Req 31] If a transaction is deemed authenticated (Transaction Status =Y or A)
the ACS performs the following:

For a Payment Authentication (Message Category = 01-PA), the ECI value and
Authentication Value shall be generated and included in the ARes message as
defined by the DS.

For a Non-Payment Authentication (Message Category = 02-NPA), the ACS

may:

0 Generate the ECI value and Authentication Value and include in the ARes
message as defined by the DS.

0 Assign an appropriate Transaction Status Reason Code value as defined by
the specific DS and include in the ARes message.

Note: Whether the ECI Indicator/Authentication Value and/or the Transaction
Status Reason value is included in the ARes message is defined by the specific
DS.

[Req 32] If a challenge is deemed necessary (Transaction Status = C), the
ACS determines whether an acceptable challenge method is supported by the
3DS SDK based in part on the following data elements received in the AReq
message: Device Channel, Device Rendering Options Supported, and SDK
Maximum Timeout. The ACS performs the following:

Sets the Transaction Status = C for Challenge
Sets the ACS Rendering Type
Sets up the ACS to 3DS SDK secure channel (as defined in Section 6.2.3.2)

Stores the SDK Transaction ID (for subsequent CReq processing)

1 The decisioning process for this action is outside the scope of this specification.

2 Support for Attempts is determined by each DS.
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e. Stores the 3DS Server Transaction ID and DS Transaction ID (for subsequent
RReq processing)
Seq 3.35 [Req 33] Complete formatting of the ARes message as defined in Table B.2.
Seq 3.36 [Req 34] Send the ARes message to the DS using the secure link established
in [Req 23].
Step 8: The DS
The DS shall:
Seq 3.37 [Req 305] Check the data elements in the ARes message as follows.
1 If the ACS Reference Number does not represent a participating ACS the DS
shall:
0 Return to the 3DS Server an Error Message (as defined in Section A.5.5)
with Error Component = D and Error Code = 303 and ends processing,
OR
0 Sends an ARes message (as defined in Table B.2) to the 3DS server with
Transaction Status set to the appropriate response as defined by the
specific DS.
Seq 3.38  [Req 35] Receive the ARes message or Error message from the ACS and
Validate as defined in Section 5.9.3.
If the message is in error the DS ends processing.
Seq 3.39 [Req 36] Log transaction information as required by the DS rules.
Seq 3.40 [Req 37] Send the ARes message to the 3DS Server as received from the ACS
using the secure link established in [Req 12].
Step 90 The 3DS Server
The 3DS Server shall:
Seq 3.41 [Req 38] Receive the ARes message or Error Message from the DS and
Validate as defined in Section 5.9.4.
If the message is in error the 3DS Server ends processing.
Seq 3.42 [Req 39] For an authenticated transaction (Transaction Status =Y or A):
a. For Payment Authentication (Message Category = 01-PA), ensure that the
Transaction Status, ECI value, and Authentication Value as generated by the
ACS are provided for the authorisation process.
b. Send necessary information from the ARes message (as defined in Table B.2)
to the 3DS Requestor Environment.
c. Continue with [Req 79].
Seq 3.43 [Req 40] For a transaction with a challenge (Transaction Status = C):
Evaluate based in part on the 3DS Requestor Challenge Indicator, the ACS
Challenge Mandated Indicator and the ACS Rendering Type whether to
perform the requested challenge.
1 If the 3DS Requestor accepts the challenge:

0 Send necessary information (as defined in Table B.2) from the ARes
message to the 3DS Requestor Environment
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o0 Continue with Step 10

1 If the 3DS Requestor continues without performing the requested challenge,
receive the RReq message from the DS and Validate as defined in Section
5.9.9. If the message is in error, the 3DS Server ends processing. Format the
RRes message as defined in Table B.9 and send to the DS. Further processing
is outside the scope of 3-D Secure processing. The 3DS Server may continue
with [Req 79] and ends 3-D Secure processing.

Seq 3.44 [Req 41] For a transaction not authenticated (Transaction Status = N, U, or R):

a. Send necessary information (as defined in Table B.2) from the ARes message
to the 3DS Requestor Environment.

b. Continue with [Req 79].

Notes: For a Frictionless Flow, the next step is [Req 79].

Step 10 through Step 23 and the first requirements of Step 24 are applicable only for a
Challenge Flow.

Step 10 The 3DS Requestor App

The 3DS Requestor Environment receives the necessary ARes data elements from the 3DS
Server and makes the data elements available to the 3DS SDK for execution of a Challenge
Flow.

The 3DS Requestor App Invokes the fdoChallenge met hodd by making
SDK. Refer to the EMV 3-D Secured SDK Specification for additional information about this
method.

Step 11: The 3DS Requestor Environment
The 3DS SDK shall:

Seq 3.45 [Req 42] Check the received 3-D Secure data elements as defined in
Table A.1.

Seq 3.46 [Req 43] Complete the ACS to 3DS SDK secure channel as defined in Section
6.2.3.3.

If the secure channel cannot be completed, the 3DS SDK reports the error to
the 3DS Requestor App and ends 3-D Secure processing.

Seq 3.47 [Req 44] Establish a secure link to the ACS as defined in Section 6.1.4.1.

The link is established using the ACS URL received from the 3DS Server and
verified as part of [Req 43].

If the secure channel cannot be completed, the 3DS SDK reports the error to
the 3DS Requestor App and ends 3-D Secure processing.

Seq 3.48 [Req 45] Format the CReq message as defined in Table B.3 and protect the
content as defined in Section 6.2.4.1.

Seq 3.49 [Req 46] Send the CReq message to the ACS using the secure link established
in [Req 44].

Step 12: The ACS
The ACS shall:

Seq 3.50 [Req 47] Receive the CReq message or Error Message from the 3DS SDK and
Validate as defined in Section 5.9.5.
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If the message is in error the ACS ends processing.
Seq 3.51 [Req 48] Set the Interaction Counter to zero.
Seq 3.52 [Req 49] Set the Challenge Completion Indicator = N.

Seq 3.53 [Req 50] Obtain the information needed to display a Challenge on the
Consumer Device per the selected challenge method and ACS Ul Type. Refer
to Section 4.2 for information about Ul data elements.

Step 13: The ACS
The ACS shall:
Seq 3.54 [Req 51] Format the CRes message as defined in Table B.4.

Seq 3.55 [Req 52] Protect the content in the CRes message as defined in Section
6.2.4.4.

Seq 3.56 [Req 53] Send the CRes message to the 3DS SDK through the secure link
established in [Req 44] for an initial interaction with the 3DS SDK, or [Req 56]
for a continued interaction with the 3DS SDK.

Step 14: The 3DS SDK
The 3DS SDK shall:

Seq 3.57 [Req 54] Receive the CRes message or Error Message from the ACS and
Validate as defined in Section 5.9.7.

If the message is in error, the 3DS SDK ends processing.

Seq 3.58 [Req 55] Display the Ul based upon the ACS Ul Type selected and the data
elements populated. Refer to Section 5.1.2, and refer to EMV 3-D Secured
SDK Specification for Ul details.

Step 15: The Cardholder Interaction with the 3DS SDK

The Cardholder interacts with the Ul (for example, enters the data and presses Submit).
Step 16: The 3DS SDK

The 3DS SDK shall:

Seq 3.59 [Req 56] Establish a secure link to the ACS as defined in Section 6.1.4.1.

Seq 3.60 [Req 57] Format the CReg message as defined in Table B.3 and protect the
contents as defined in Section 6.2.4.1.

Seq 3.61 [Req 58] Send the CReq message to the ACS using the secure link established
in [Req 56].

Seq 3.62 [Req 59] If the Cardholder abandons the challenge during the processing of
Step 12 through Step 15 the 3DS SDK sets the Challenge Cancelation
Indicator to the appropriate value in the CReq message and sends the CReq
message to the ACS using the secure link established in [Req 56].

Step 17: The ACS
The ACS shall:

Seq 3.63 [Req 60] Receive the CReq message or Error Message from the 3DS SDK and
Validate as defined in Section 5.9.5.

If the message is in error the ACS ends processing.
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Seq 3.64 [Req 310] If Challenge Cancelation Indicator has a value, then continue with
Step 18.
Seq 3.65 [Req 61] Check the authentication data entered by the Cardholder:
9 If correct, then the ACS:
0 Increments the Interaction Counter
0 Sets the Transaction Status = Y
0 Sets the ECI value as defined by the specific DS
0 Generates the Authentication Value as defined by the DS
0 Sets the Challenge Completion Indicator = Y
o Continues with Step 18
1 If incorrect and authentication has failed, then the ACS:

0 Increments the Interaction Counter and compares it to the ACS maximum
challenges.

ol f the Interaction Counts¢heACS: ACS maxi
- Sets the Transaction Status = N
- Sets the Transaction Status Reason = 19
- Sets the ECI value as defined by the specific DS
- Sets the Challenge Completion Indicator = Y
- Continues with Step 18
o If the Interaction Counter < ACS maximum challenges the ACS:

- Obtains the information needed to display a repeat Challenge on the
C o n s u nizevicé per the selected challenge method and ACS Ul

Type.
- Continues with Step 13

Step 18: The ACS

The ACS shall:

Seq 3.66 [Req 62] Format the RReq message as defined in Table B.8.

Seq 3.67 [Req 63] Establish a secure link with the DS as defined in Section 6.1.3.2.

Seq 3.68 [Req 64] If the Cardholder abandons the challenge during the processing of
Step 16 and Step 17, or if the ACS receives an abandonment CReq message
from the 3DS SDK (as defined in [Req 60]), then the ACS sets the Challenge
Completion Indicator = Y in the CRes message and sets the Challenge
Cancellation Indicator to the appropriate value in the RReq message. Refer to
Annex A for the specific values.

Seq 3.69 [Req 65] Send the RReq message to the DS using the secure link established
in [Req 63].

Seq 3.70 [Req 66] Ensure that one RReq message is sent to the DS for each ARes

message with a Transaction Status = C.

© 2017 EMVCo, LLC. All rights reserved. Reproduction, distribution and other use of this document is permitted
only pursuant to the applicable agreement between the user and EMVCo found at www.emvco.com. EMV® is a
registered trademark or trademark of EMVCo, LLC in the United States and other countries.

mum


https://urldefense.proofpoint.com/v2/url?u=http-3A__www.emvco.com&d=CwMFAg&c=XRWvQHnpdBDRh-yzrHjqLpXuHNC_9nanQc6pPG_SpT0&r=dFAzp_JBeEBYjObOOAOXnC_v__oQjYBExc-5UbNIteo&m=tYdICwLaAcqvktM710praw-XnF_TCqoT0JZQek0PDYM&s=6XL-p_V1wAB64JxvQ9NHTk1x2w04_tgudC4nKv9pn4M&e=

EMV 3-D Secure Protocol and Core Functions Specification v2.1.0
EMV 3-D Secure Authentication Flow Requirements Page 52/ 255

Step 19: The DS
The DS shall:

Seq 3.71 [Req 67] Receive the RReq message from the ACS and Validate as defined in
Section 5.9.8.

If the message is in error the DS ends processing.

Seq 3.72 [Req 68] Establish a secure link with the 3DS Server as defined in Section
6.1.2.2 using the 3DS Server URL extracted from the AReq message and
stored in [Req 22].

Seq 3.73  [Req 69] Send the RReq message to the 3DS Server using the secure link
established in [Req 68].

Step 20 The 3DS Server
The 3DS Server shall:

Seq 3.74 [Req 70] Receive the RReq message or Error Message from the DS and
Validate as defined in Section 5.9.9.

If the message is in error, the 3DS Server ends processing.

Seq 3.75 [Req 71] Format the RRes message as defined in Table B.9 and send to the
DS using the secure link established in [Req 68].

Note: For Payment Authentication, the Merchant can now proceed with Authorisation
processing with its Acquirer. However, the Merchant may first want to receive confirmation
that the Cardholder has not abandoned the transaction.

Step 21 The DS
The DS shall:

Seq 3.76  [Req 72] Receive the RRes message or Error Message from the 3DS Server
and Validate as defined in Section 5.9.10.

If the message is in error the DS ends processing.
Seq 3.77 [Req 73] Log transaction information as required by the DS.

Seq 3.78 [Req 74] Send the RRes message to the ACS as received from the 3DS Server
using the secure link established in [Req 63].

Step 22 The ACS
The ACS shall:

Seq 3.79 [Req 75] Receive the RRes message or Error Message from the DS and
Validate as defined in Section 5.9.11.

If the message is in error the ACS ends processing.
Step 23 The ACS
The ACS shall (as a continuation of receiving the CReq message in Step 17):

Seq 3.80 [Req 76] Format the final CRes message (as defined in Table B.5) and protect
the contents as defined in Section 6.2.4.4.

Seq 3.81 [Req 77] Send the final CRes message to the 3DS SDK using the secure link
established in [Req 56].
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Step 24 The 3DS Requestor Environment
The 3DS SDK shall:

Seq 3.82 [Req 78] Receive the final CRes message or Error Message from the ACS and
Validate as defined in Section 5.9.7.

If the message is in error the 3DS SDK ends processing.
Seq 3.83 [Req 79] Convey the appropriate response to the 3DS Requestor App.
Note: 3-D Secure processing completes.
Step 25 The 3DS Requestor App
The 3DS Requestor App displays the appropriate result to the Cardholder.

3.2 Challenge Flow with OOB Authentication Requirements

Figure 3.2: Out-of-Band Processing Flow
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Note: Dashed arrows are not part of the 3-D Secure 2.0 protocol but are shown for clarity. This flow shows the CReq/CRes message
exchange if there is a need to retry or request additional information from the cardholder.

An Out-of-Band (OOB) Challenge Flow is identical to a standard 3-D Secure Processing
Flow as defined in Section 3.1 with the following exceptions:

Step 6: The ACS recognises that an OOB interaction with the Cardholder is required.
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Step 12 and Step 15: Between Step 12 and Step 15 the ACS initiates an OOB interaction
with the Cardholder rather than interacting with the Cardholder via the 3DS SDK. During the
OOB authentication the Cardholder authenticates to the ACS or a service provider/Issuer
interacting with the ACS.

The method used for the OOB communication and the authentication method itself is outside
the scope of this specification. An example of an OOB communication could be a push
notification to a banking app that completes authentication and then sends the results to the
ACS.

Step 13: The challenge information in the CRes message consists only of Cardholder
instructions on how to perform the OOB authentication.

Step 16: The ACS receives only an acknowledgement that the Cardholder may have
performed the OOB authentication.

Step 17: In [Req 61] of the Challenge Flow, the ACS gathers the information on whether the
authentication was successful from the OOB interaction with the Cardholder rather than from
the CReq message. If the ACS determines the cardholder did not authenticate, it can update
the cardholder instructions through another CRes message.

When a Cardholder returns to the 3DS Requestor App from another app, the ACS can also
utilise the Challenge Additional Info Text element (for the Native Ul) or the ACS HTML
Refresh element (for the HTML Ul) to improve the Ul experience. In this scenario, the SDK
will automatically display these data elements when the 3DS Requestor App is moved to the
foreground.

How an authentication decision is made for an OOB authentication is outside the scope of
this specification, however the ACS needs access to the result of the OOB authentication
before Step 18.

Note: The 3DS Requestor should consider that an OOB authentication can take longer for

the Consumer to complete and therefooue shoul

accordingly.
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3.3 Browser-based Requirements

The Steps in the authentication flow are outlined in Figure 3.3 with detailed requirements
following the figure.

Figure 3.3: 3-D Secure Processing Flow Stepsd Browser-based
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Figure 3.3 portrays a possible flow for components within the 3DS Requestor Environment
and does not preclude a specific implementation. Refer to Section 2.1.1 for additional
information about the 3DS Requestor Environment.

Note: Step 10 through Step 21 are applicable only for the Challenge Flow.

The 3-D Secure processing flow for Browser-based implementations contains the following
Steps:

Step 1: The Cardholder

The Cardholder interacts with the 3DS Requestor using a browser on a Consumer Device
and confirms the applicable business logic. For example, the Cardholder makes an e-
commerce purchase on a Merchant website using a Consumer Device.

Step 2: 3DS Server/3DS Requestor

The 3DS Requestor initiates communications with the 3DS Server and provides the
necessary 3-D Secure information to the 3DS Server to initiate Cardholder authentication.

Depending on the 3DS Requestor Environment (as outlined in Section 2.6.2) additional
information may be obtained.
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The 3DS Requestor uses the Cardholder Account Number and optionally other cardholder
information to request the ACS Start Protocol Version, ACS End Protocol Version, DS Start
Protocol Version and DS End Protocol Version and if present, the 3DS Method URL for that
BIN range from the 3DS Server.

The 3DS Server shall:

Seq 3.84 [Req 80] Retrieve the ACS Start Protocol Version and ACS End Protocol
Version, DS Start Protocol Version and DS End Protocol Version and, if
present, the 3DS Method URL (stored from a previously received PRes
message) for that BIN range.

Seq 3.85 [Req 81] Generate the 3DS Server Transaction ID.

Seq 3.86 [Req 82] Pass the 3DS Server Transaction ID, ACS Start Protocol Version,
ACS End Protocol Version, DS Start Protocol Version, DS End Protocol
Version and if present, the 3DS Method URL back through the 3DS Requestor
Environment to the 3DS Requestor.

If the DS Start Protocol Version and DS End Protocol Version are not present
for the BIN range, then the default values for the DS Start Protocol Version and
DS End Protocol Version located in the PRes message shall be utilised.

Step 3 The 3DS Requestor Environment
The 3DS Server shall:

Seq 3.87 [Req 83] For each transaction ensure that the 3DS Server Transaction ID used
in the 3DS Method on the 3DS Requestor website is the same 3DS Server
Transaction ID used in the AReq message.

Seq 3.88 [Req 84] Ensure the 3DS Method is executed on the 3DS Requestor website if
a 3DS Method URL exists for this transaction.

Step 4 Browser and the ACS

If a 3DS Method URL was present in the response from the 3DS Server in Step 2, the
Browser will connect via the 3DS Method to the ACS or an entity designated by the ACS to
gather browser and Device Information.

The manner in which the 3DS Method obtains Device Information and which information is
gathered is outside the scope of this specification, however it is necessary to use the 3DS
Server Transaction ID to identify the Browser/Device Information for a later match at the
ACS. Refer to Chapter 5 for additional information about message handling.

The manner in which the Device Information is retrieved or used by the ACS or an entity
designated by the ACS is outside the scope of this specification, however it is a requirement,
that the browser connects to the ACS using a secure link (as defined in Section 6.1.8).

The ACS shall:

Seq 3.89 [Req 85] Ensure that the communication between the Browser and the ACS is
established using a server authenticated TLS session (as defined in Section
6.1.8).

If the communication is not established as required the ACS ends processing.
Note: The 3DS Method requirements are defined in Section 5.8.1.
Step 5: The 3DS Requestor Environment

The 3DS Requestor Environment is responsible for gathering the information for the AReq
message assembled by the 3DS Server.
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As introduced in Section 2.1.1, this specification does not require a specific component to
gather the information, only that the information is available for the 3DS Server when the
AReq message is built. This information can include:

1 Cardholder Account Information

Merchant Risk Indicator

3DS Requestor Authentication Information

3DS Requestor Prior Transaction Authentication Information
Payment Information

Non-Payment Information

=A =4 =4 =4 4 -4

Cardholder information
This information is made available to the 3DS Server.
The 3DS Server shall:

Seq 3.90 [Req 86] Ensure that the communication between client (Browser) and server
(3DS Requestor) has been established using a server authenticated TLS
session as defined in Section 6.1.1.

9 If the communication is not established as required the 3DS Server ends 3-D
Secure processing.

9 If the communication channel(s) within the 3DS Requestor Environment makes
it impossible to have the 3DS Server receive the information within a
reasonable amount of time, then this needs to be reported to the Cardholder via
the browser and ends 3-D Secure processing.

Seq 3.91 [Req 301] Ensure, if the 3DS Requestor and 3DS Server are separate
components, that data transferred between the components is protected at a
level that satisfies Payment System security requirements with mutual
authentication of both servers.

If the communication is not established as required the 3DS Server ends 3-D
Secure processing.

Step 6 The 3DS Server
The 3DS Server shall:

Seq 3.92 [Req 87] Obtain the 3DS Requestor ID, the 3DS Server Reference Number,
and conditionally the Acquirer BIN.

Seq 3.93 [Req 88] Ensure availability of the necessary information for the AReq
message (as defined in Table B.1) gathered by components within the 3DS
Requestor Environment.

If the necessary information is not available the 3DS Server ends 3-D Secure
processing.

Seq 3.94 [Req 89] Determine which DS the authentication transaction needs to be sent
based on the BIN (as defined in ISO 7812) and optionally other Cardholder
account information.

Seq 3.95 [Req 90] Establish a secure link with the DS as defined in Section 6.1.2.1.

If the connection cannot be established with the DS the 3DS Server ends 3-D
Secure processing.
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Seq 3.96 [Req 91] Format the AReq message as defined in Table B.1.

Seq 3.97 [Req 92] Send the AReq message to the DS using the secured link established
in [Req 90].

If the 3DS Server receives a failure when communicating with the DS or does
not get a response (as defined in Section 5.5) then the 3DS Server ends 3-D
Secure processing.

Step7 TheDS
The DS shall:

Seq 3.98 [Req 93] Receive the AReq message from the 3DS Server and Validate as
defined in 5.9.1.

If the message is in error the DS ends processing.
Seq 3.99 [Req 94] Generate the DS Transaction ID.

Seq 3.100 [Req 95] Check that the Message Version Number is supported by the DS and
the ACS.

If not, the DS returns to the 3DS Server EITHER an:

1 ARes message (as defined in Table B.2) with Transaction Status set to the
appropriate response as defined by the specific DS and ends processing, OR

1 Error Message (as defined in Section A.5.5) with Error Component = D and
Error Code = 102 and ends processing.

Seq 3.101 [Req 96] Further check the data elements in the AReq message as follows:

1 If the 3DS Server Reference Number does not represent a participating 3DS
Server, then the DS returns to the 3DS Server an Error Message (as defined in
Section A.5.5) with Error Component = D and Error Code = 303 then ends
processing.

1 If Merchant Category Code (MCC) is not valid for the specific DS, then the DS
returns to the 3DS Server an Error Message (as defined in Section A.5.5) with
Error Component = D and Error Code = 306 and ends processing.

Seq 3.102 [Req 97] Determine if the Cardholder Account Number received in the AReq
message is in a participating account range.

If not, the DS returns to the 3DS Server an ARes message (as described in
Table B.2) with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing.

Seq 3.103 [Req 98] Determine if the Cardholder Account Number is in an account range
that has an ACS capable of processing 3-D Secure messages.

If not, the DS returns to the 3DS Server an ARes message (as described in
Table B.2) with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing.

Seq 3.104 [Req 99] Store the 3DS Server URL with the DS Transaction ID (for possible
RReq processing).

Seq 3.105 [Req 100] Establish a secure link with the ACS as defined in Section 6.1.3.1.

If the connection cannot be established with the ACS then the DS proceeds as
specified in [Req 233] and ends processing.
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Note: The DS may maintain multiple ACS URLSs. If the first URL attempted is not available,
then the DS will attempt to connect to one of the alternate URLSs.

The DS shall:

Seq 3.106 [Req 101] Send the AReq to the ACS using the secured link established in
[Req 100].

If the DS does not receive an ARes message from the ACS (as defined in
Section 5.5), the DS returns to the 3DS Server a message as specified in [Req
235] and ends processing.

Step 8 The ACS

The ACS shall:
Seq 3.107 [Req 102] Receive the AReq message from the DS and Validate as defined in
Section 5.9.2.

If the message is in error the ACS ends processing.

Seq 3.108 [Req 103] Check whether the Consumer Device on which the authentication is
being requested is supported.

If not, the ACS returns to the DS an ARes message with a Transaction Status
= U and Transaction Status Reason Code = 03 and ends processing.

Seq 3.109 [Req 319] The ACS shall not initiate an interaction with the Cardholder as part
of a Frictionless transaction. Cardholder interaction shall be done as part of a
Challenge flow.

Seq 3.110 [Req 104] Generate the ACS Transaction ID.

Seq 3.111 [Req 105] Use the Cardholder Account Number from the AReq message to
determine whether authentication is available or can be completed for the
Cardholder.

If the authentication for the Cardholder Account Number is not available, the
ACS returns to the 3DS Server an ARes message (as defined in Table B.2)
with the Transaction Status, and the Transaction Status Reason Code set to
the appropriate response as defined by the specific DS and ends processing.

The ACS should:

Seq 3.112 [Req 106] Use the values of the 3DS Requestor Challenge Indicator received in
the AReq message when evaluating the transaction disposition as defined in
[Req 107].

The ACS shall:

Seq 3.113 [Req 107] Evaluate the values received in the AReq message and determine
whether the transaction? is:

authenticated (Transaction Status = Y)

requiring a Cardholder challenge to complete authentication (Transaction
Status = C)

3 The decisioning process for this action is outside the scope of this specification.
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not authenticated (Transaction Status = N)

not authenticated, but a proof of authentication attempt (Authentication Value)
was generated (Transaction Status = A)*

1 not authenticated because authentication could not be performed due to a
technical or other problem (Transaction Status = U)

1 not authenticated because the Issuer is rejecting authentication and requesting
that authorisation not be attempted (Transaction Status = R)

Seq 3.114 [Req 108] If a transaction is deemed authenticated (Transaction Status is = Y
or A), the ACS performs the following:

1 For a Payment Authentication (Message Category = 01), the ECI value and
Authentication Value shall be generated and included in the ARes message as
defined by the DS.

9 For a Non-Payment Authentication (Message Category = 02), the ACS may:

o0 Generate the ECI value and Authentication Value and include in the ARes
message as defined by the specific Payment System.

0 Assign an appropriate Transaction Status Reason value as defined by the
specific DS and include in the ARes message.

Note: Whether the ECI Indicator/Authentication Value and/or the Transaction
Status Reason value is included in the ARes message is defined by the specific
DS.

Seq 3.115 [Req 109] If a challenge is deemed necessary, (Transaction Status = C) the
ACS determines whether an acceptable challenge method is supported by the
3DS Server considering the 3DS Requestor Challenge Indicator data element
received in the AReq message. The ACS performs the following:

Sets the Transaction Status = C for Challenge.

b. Sets the ACS URL field in the ARes message that will be utilised in the Browser
to ACS link.

c. Stores the 3DS Server Transaction ID, DS URL, and DS Transaction ID (for
subsequent RReq processing).

Seq 3.116 [Req 110] Complete formatting of the ARes message as defined in Table B.2.

Seq 3.117 [Req 111] Send the ARes message to the DS using the secure link established
in [Req 100].

Step9 TheDS
The DS shall:
Seq 3.118 [Req 306] Check the data elements in the ARes message as follows.

1 If the ACS Reference Number does not represent a participating ACS then the
DS shall:

4 Support for attempts is determined by each DS.
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0 Return to the 3DS Server an Error Message (as defined in Section A.5.5)
with Error Component = D and Error Code 303 and ends processing OR,

0 Send an ARes message to the 3DS Server (as defined in Table B.2) with
Transaction Status set to the appropriate response as defined by the
specific DS.

Seq 3.119 [Req 112] Receive the ARes message or Error message from the ACS and
Validate as defined in Section 5.9.3.

If the message is in error the DS ends processing.
Seq 3.120 [Req 113] Log transaction information as required by the DS rules.

Seq 3.121 [Req 114] Send the ARes message to the 3DS Server as received from the
ACS using the secure link established in [Req 100].

Step 10 The 3DS Server
The 3DS Server shall:

Seq 3.122 [Req 115] Receive the ARes message or Error Message from the DS and
Validate as defined in Section 5.9.4.

If the message is in error the 3DS Server ends processing.
Seq 3.123 [Req 116] For an authenticated transaction (Transaction Status = Y or A):

a. For a Payment Authentication (01-PA), ensure that the Transaction Status, ECI
value, and Authentication Value as generated by the ACS are provided for the
authorisation process.

b. Send necessary information (as defined in Table B.2) from the ARes message
to the 3DS Requestor Environment.

c. Continue with Step 22.
Seq 3.124 [Req 117] For a transaction with a challenge (Transaction Status = C):

a. Evaluate based in part on the 3DS Requestor Challenge Indicator, the ACS
Challenge Mandated Indicator and the ACS Rendering Type whether to
perform the requested challenge.

1 If the 3DS Requestor accepts the challenge:

0 Send necessary information (as defined in Table B.2) from the ARes
message to the 3DS Requestor Environment.

o0 Continue with step b through e of this requirement and then Step 11.

9 If the 3DS Requestor continues without performing the requested challenge,
receive the RReq message from the DS and Validate as defined in Section
5.9.9. If the message is in error, the 3DS Server ends processing. Format the
RRes message as defined in Table B.9 and send to the DS. Further processing
is outside the scope of 3-D Secure processing. The 3DS Server may continue
with Step 22.

b. Format the CReq message according to the format specified in Table B.3 for a
Browser-based implementation.

Base64url encode the CReq message.

d. Construct a form containing the CReq message, and if provided by the 3DS
Requestor, the 3DS Requestor Session Data (as defined in Table A.3).
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e. Pass the CReq message through the cardholder browser to the ACS URL
received in the ARes message, by causing the cardholder browser to POST the
form to the ACS URL using a server authenticated TLS link as defined in
Section 6.1.4.2.

Seq 3.125 [Req 118] For a transaction not authenticated (Transaction Status = N, U, or
R):

a. Send necessary information (as defined in Table B.2) from the ARes message
to the 3DS Requestor Environment.

b. Continue with Step 22.

Note: [Req 117].d specifies posting the CReq message from the 3DS Server through the
cardholder browser to the ACS. This flow is only partially depicted in Step 10 of Figure 3.3.

Note: ACS implementations that use JavaScript or redirection must also support a fall-back
for environments that do not support JavaScript.

Note: For a Frictionless Flow, the next step is Step 22. Step 11 through Step 21 are
applicable only for a Challenge Flow.

Step 11 The ACS
The ACS shall:

Seq 3.126 [Req 119] Receive the CReq message from the Browser and Validate as
defined in Section 5.9.6.

If the message is in error, the ACS ends processing.

Seq 3.127 [Req 120] Prepare the authentication User Interface (ACS Ul) to the
Cardholder browser.

Seq 3.128 [Req 121] Set the Interaction Counter to zero.
Step 12 The ACS and Browser
The ACS shall:

Seq 3.129 [Req 307] Embed all resources in the ACS-provided HTML and do not fetch via
external URLs.

Seq 3.130 [Req 122] Send the ACS Ul to the Cardholder over the channel established by
the HTTP POST in Step 10. The browser displays the ACS Ul to the
Cardholder.

Step 13 The Cardholder
The Cardholder enters the authentication data as required by the ACS UI.
Step 14 The Browser

The Browser sends the entered authentication data to the ACS over the channel established
by the HTTP POST in Step 10.

Step 15 The ACS
The ACS shall:
Seq 3.131 [Req 123] Check the authentication data entered by the Cardholder:
9 |If correct, then the ACS:
0 Increments the Interaction Counter
0 Sets the Transaction Status =Y
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Sets the ECI value as defined by the specific DS
Generates the Authentication Value as defined by the DS
Sets the Challenge Completion Indicator = Y

O O O O

Continues with Step 16

==

1 1

0 Increments the Interaction Counter and compares it to the ACS maximum
challenges

o I f the Interaction Coungesghe ACS: ACS maxi mum

incorrect and authentication has failed, then the ACS:

- Sets the Transaction Status = N
- Sets the Transaction Status Reason = 19
- Sets the ECI value as defined by the specific DS
- Sets the Challenge Completion Indicator = Y
- Continues with Step 16
o0 Else (Interaction Counter < ACS maximum challenges), the ACS:

- Obtains the information needed to display a repeat Challenge on the
C o n s u nizevicé per the selected challenge method and ACS Ul

Type.

- Prepare the authentication User Interface (ACS Ul) to the Cardholder
Browser which may contain HTML, JavaScript, etc.

- Continues with Step 12

The process of exchanging HTML will repeat until a determination is made by
the ACS.

Step 16 The ACS

The ACS shall:

Seq 3.132 [Req 124] Format the RReq message as defined in Table B.8.

Seq 3.133 [Req 125] Establish a secure link with the DS as defined in Section 6.1.3.2.

Seq 3.134 [Req 126] If the Cardholder abandons the challenge during the processing of
Step 12 through Step 14, then the ACS sets the Challenge Cancelation
Indicator to the appropriate value in the RReq message. Refer to Annex A for
the specific values.

Seq 3.135 [Req 127] Send the RReq message to the DS.

Seq 3.136 [Req 128] Send one RReq message to the DS for each ARes message with an
ARes Transaction Status = C.

Step 17 The DS
The DS shall:

Seq 3.137 [Req 129] Receive the RReq message from the ACS and Validate as defined in
Section 5.9.8.

If the message is in error the DS ends processing.
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Seq 3.138 [Req 130] Establish a secure link with the 3DS Server as defined in Section
6.1.2.2 using the 3DS Server URL data element extracted from the AReq
message and stored in [Req 99].

Seq 3.139 [Req 131] Send the RReq message to the 3DS Server using the secure link
established in [Req 130].

Step 18 The 3DS Server
The 3DS Server shall:

Seq 3.140 [Req 132] Receive the RReq message or Error Message from the DS and
Validate as defined in Section 5.9.9.

If the message is in error the 3DS Server ends processing.

Seq 3.141 [Req 133] Format the RRes message as defined in Table B.9 and send it to the
DS using the secure link established in [Req 130].

Note: For Payment Authentication, the Merchant can now proceed with Authorisation
processing with its Acquirer. However, the Merchant may first want to receive confirmation
that the Cardholder has not abandoned the transaction.

Step 19 The DS
The DS shall:

Seq 3.142 [Req 134] Receive the RRes message or Error Message from the 3DS Server
and Validate as defined in Section 5.9.10.

If the message is in error the DS ends processing.
Seq 3.143 [Req 135] Log transaction information as required by the DS rules.

Seq 3.144 [Req 136] Send the RRes message to the ACS through the secure link
established in [Req 125].

Step 20 The ACS
The ACS shall:

Seq 3.145 [Req 137] Receive the RRes message or Error Message from the DS and
Validate as defined in Section 5.9.12.

If the RRes message is in error, the ACS ends processing.
Step 21 The ACS
The ACS shall (as a continuation of receiving the CReq message in Step 11):
Seq 3.146 [Req 138] Format the final CRes message as defined in Table B.5.
Seq 3.147 [Req 139] Base64url encode the final CRes message.

Seq 3.148 [Req 140] Send the final CRes message via an HTTP POST (for example,
utilising JavaScript) through the browser to the Notification URL that was sent
in the initial AReq message using the secure link established in Step 10.

Step 22 The 3DS Requestor Environment

The 3DS Requestor Environment continues with the checkout process and takes the
appropriate action.

The 3DS Requestor Environment:
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9 For a transaction with a Challenge, receives the CRes message at the Notification
URL as defined in B.4.

1 Conveys the appropriate response to appropriate 3DS Requestor Environment
components and closes the authentication window.

Note: The 3DS Requestor should notify their 3DS Server and DS if invalid CRes messages
are being received.
Note: 3-D Secure processing completes.
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3.4 3RI-based Requirements

The Steps in the 3RI flow are outlined in Figure 3.4 with detailed requirements following the
figure. 3RI-based implementations shall support only Non-Payment Authentication (NPA)
transactions.

Figure 3.4: 3-D Secure Processing Flow Stepsd 3RI-based

1. Initiate i L :
—————— ) 2. Authentication L
3DS Request 3. Authentication
Request
o 4. Authentication
é(i_.BQS_Rgsm)n_se ¢ 5. Authentication Response

Response L]

The 3-D Secure processing flow for 3RI-based implementations contains the following
Steps:

Step 1: The 3DS Requestor

The 3DS Requestor is responsible for gathering the information for the AReq message
assembled by the 3DS Server.

As introduced in Section 2.1.1, this specification does not require a specific component to
gather the information, only that the information is available for the 3DS Server when the
AReq message is built. This information can include:

9 Cardholder Account Information
1 Merchant Risk Indicator
1 3DS Requestor Prior Transaction Authentication Information
1 Payment Information
1 Non-Payment Information
9 Cardholder information
This information is made available to the 3DS Server.
The 3DS Server shall:

Seq 3.149 [Req 271] Ensure, if the 3DS Requestor and 3DS Server are separate
components, that data transferred between the components is protected at a
level that satisfies Payment System security requirements with mutual
authentication of both servers.

9 If the communication is not established as required the 3DS Server ends 3-D
Secure processing.

9 If the communication channel(s) within the 3DS Requestor Environment makes
it impossible to have the 3DS Server receive the information within a
reasonable amount of time, then this shall be reported to the 3DS Requestor
and ends 3-D Secure processing.
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Step 2 The 3DS Server
The 3DS Server shall:

Seq 3.150 [Req 272] Obtain the 3DS Requestor ID, the 3DS Server Reference Number,
and conditionally the Acquirer BIN.

Seq 3.151 [Req 302] Generate the 3DS Server Transaction ID.

Seq 3.152 [Req 273] Ensure availability of the necessary information for the AReq
message (as defined in Table B.1) gathered by components within the 3DS
Requestor Environment.

If the necessary information is not available the 3DS Server ends 3-D Secure
processing.

Seq 3.153 [Req 274] Determine which DS the authentication transaction needs to be sent
based on the BIN (as defined in ISO 7812) and optionally other Cardholder
account information.

Seq 3.154 [Req 275] Establish a secure link with the DS as defined in Section 6.1.2.1.

If the connection cannot be established with the DS, the 3DS Server ends 3-D
Secure processing.

Seq 3.155 [Req 276] Format the AReq message as defined in Table B.1.

Seq 3.156 [Req 277] Send the AReq message to the DS using the secured link
established in [Req 275]

If the 3DS Server receives a failure when communicating with the DS or does
not get a response (as defined in Section 5.5), then the 3DS Server ends 3-D
Secure processing.

Step 3 TheDS
The DS shall:

Seq 3.157 [Req 278] Receive the AReq message from the 3DS Server and Validate as
defined in 5.9.1.

If the message is in error the DS ends processing.
Seq 3.158 [Req 279] Generate the DS Transaction ID.

Seq 3.159 [Req 280] Check that the Message Version Number is supported by the DS
and the ACS.

If not, the DS returns to the 3DS Server EITHER an:

1 ARes message (as defined in Table B.2) with Transaction Status set to the
appropriate response as defined by the specific DS and ends processing, OR

1 Error Message (as defined in Section A.5.5) with Error Component = D and
Error Code = 102 and ends processing.

Seq 3.160 [Req 281] Further Check the data elements in the AReq message as follows:

1 If the 3DS Server Reference Number does not represent a participating 3DS
Server, then the DS returns to the 3DS Server an Error Message (as defined in
Section A.5.5) with Error Component = D and Error Code = 303 then ends
processing.
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1 If Merchant Category Code (MCC) is not valid for the specific DS, then the DS
returns to the 3DS Server an Error Message (as defined in Section A.5.5) with
Error Component = D and Error Code = 306 and ends processing.

Seq 3.161 [Req 282] Determine if the Cardholder Account Number received in the AReq
message is in a participating account range.

If not, the DS returns to the 3DS Server an ARes message (as described in
Table B.2) with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing.

Seq 3.162 [Req 283] Determine if the Cardholder Account Number is in an account range
that has an ACS capable of processing 3-D Secure messages.

If not, the DS returns to the 3DS Server an ARes message (as described in
Table B.2) with the Transaction Status set to the appropriate value as defined
by the specific DS and ends processing.

Seq 3.163 [Req 285] Establish a secure link with the ACS as defined in Section 6.1.3.1.

If the connection cannot be established with the ACS then the DS proceeds as
specified in [Req 233] and ends processing.

Note: The DS may maintain multiple ACS URLSs. If the first URL attempted is not available,
then the DS will attempt to connect to one of the alternate URLSs.

The DS shall:

Seq 3.164 [Req 286] Send the AReq to the ACS using the secured link established in
[Req 285].

9 If the DS does not receive an ARes message from the ACS (as defined in
Section 5.5), the DS returns to the 3DS Server a message as specified in [Req
235] and ends processing.

Step4 The ACS

The ACS shall:
Seq 3.165 [Req 287] Receive the AReq message from the DS and Validate as defined in
Section 5.9.2.

If the message is in error the ACS ends processing.
Seq 3.166 [Req 288] Generate the ACS Transaction ID.

Seq 3.167 [Req 289] Use the Cardholder Account Number from the AReq message to
determine whether authentication is available for the Cardholder.

If the authentication for the Cardholder Account Number is not available, the
ACS returns to the 3DS Server an ARes message (as defined in Table B.2)
with the Transaction Status, and the Transaction Status Reason Code set to
the appropriate response as defined by the specific DS and ends processing.

The ACS should:

Seq 3.168 [Req 290] Use the values of the 3RI Indicator and the 3DS Requestor Prior
Transaction Authentication Information received in the AReq message when
evaluating the transaction disposition as defined in [Req 291].
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The ACS shall:

Seq 3.169 [Req 291] Evaluate the values received in the AReq message and determine
whether the transaction® is:

authenticated (Transaction Status =Y)
not authenticated (Transaction Status = N)

not authenticated, but a proof of authentication attempt (Authentication Value)
was generated (Transaction Status = A)°®

1 not authenticated because authentication could not be performed due to a
technical or other problem (Transaction Status = U)

1 not authenticated because the Issuer is rejecting authentication and requesting
that authorisation not be attempted (Transaction Status = R)

Seq 3.170 [Req 292] If a transaction is deemed authenticated (Transaction Status is = Y
or A) then the ACS performs the following:

9 For a Non-Payment Authentication (Message Category = 02-NPA), the ACS
may:

o Generate the ECI value and Authentication Value and include in the ARes
message as defined by the specific Payment System.

0 Assign an appropriate Transaction Status Reason value as defined by the
specific DS and include in the ARes message.

1  Whether the ECI Indicator/Authentication Value and/or the Transaction Status
Reason value is included in the ARes message is defined by the specific DS.

Seq 3.171 [Req 293] Complete formatting of the ARes message as defined in Table B.2.

Seq 3.172 [Req 294] Send the ARes message to the DS using the secure link established
in [Req 285].

Step5 TheDS
The DS shall:
Seq 3.173 [Req 308] Check the data elements in the ARes message as follows.

1 If the ACS Reference Number does not represent a participating ACS then the
DS shall:

0 Return to the 3DS Server an Error Message (as defined in Section A.5.5)
with Error Component = D and Error Code 303 and ends processing, OR

0 Send an ARes message to the 3DS Server (as defined in Table B.2) with
Transaction Status set to the appropriate response as defined by the
specific DS.

5 The decisioning process for this action is outside the scope of this specification.

6 Support for attempts is determined by each DS.
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Seq 3.174 [Req 295] Receive the ARes message or Error message from the ACS and
Validate as defined in Section 5.9.3.

If the message is in error, the DS ends processing.
Seq 3.175 [Req 296] Log the transaction information as required by the DS rules.

Seq 3.176 [Req 297] Send the ARes message to the 3DS Server as received from the
ACS using the secure link established in [Req 275].

Step 6 The 3DS Server
The 3DS Server shall:

Seq 3.177 [Req 298] Receive the ARes message or Error Message from the DS and
Validate as defined in Section 5.9.4.

If the message is in error the 3DS Server ends processing.

Seq 3.178 [Req 299] Send necessary information (as defined in Table B.2) from the ARes
message to the 3DS Requestor Environment.

Note: 3-D Secure processing completes.
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This chapter provides requirements, Template examples, and guidelines for building the
User Interface (Ul) to support 3-D Secure authentication for both App-based and Browser-
based implementations.

4.1 3-D Secure User Interface Templates

3-D Secure Ul Templates provide a consistent user experience whether App-based (Native
or HTML) or Browser-based. Issuers will work with their ACS to determine their specific Ul
content, and the Ul format is driven by the Templates.

Note: Activation During Shopping (ADS) is not a supported Ul template within the 3-D
Secure specification.

Note: Cardholder Terms and Conditions is not supported within 3-D Secure Ul templates
unless regulatory requirements mandate such inclusion during cardholder payment
authentication.

Seq 4.1 [Req 314] All Device Rendering Options supported shall be supported by the
SDK and ACS components.

Figure 4.1 illustrates the consistency of the look and feel across device channels and
implementations.
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Figure 4.1: Ul Template Examplesd All Device Channels

Native App-based HTML App-based Browser
see | T 9:23 AM (1) e | T 9:23 AM D )
EE oa
Cancel Cancel ’::’ YourBank H- Ng{\work
SECURE CHECKOUT SECURE CHECKOUT
We have sent you a text
S S smm Card message with a cade ta your
C} YourBank +H- ggg\?mrk - TourBank wmm Network registered mobile number.

Verify by Phone

We have sent you a text message
with a code to your registered
mobile number ending in *** ***
*329

Enter your code

236875 J

VERIFY

RESEND CODE

e

Need some help?

Verify by Phone

We have sent you a text
message with a code to your
registered mobile number.

Sent to number ending in 329

Enter Code Here

VERIFY

Need some help? 4

Sent to number ending in 329

Enter Code Here

VERIFY

Need some help? NE

4.2 App-based User Interface Overview

In an App-based implementation, the 3DS Requestor App and the 3DS SDK control the
rendering of the Ul. Each SDK is responsible for creating the Ul elements that are specific to
that particular environment, for example, the operating systems (OS) on a Consumer

Device. The Consumer Device determines the Ul format. Either:

1 Native
f HTML

i Both Native and HTML

Note: The Ul format should remain consistent during the CReg/CRes message exchange.
For example, if starting with a Native format, then every exchange should remain a Native

format.

Figure 4.2 depicts three App-based interface scenarios and illustrates a unique SDK for

each.
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Figure 4.2: 3DS SDK Options

4.2.1 Processing Screen Requirements

During message exchanges, a screen should be displayed to the Cardholder to indicate that
3-D Secure processing is occurring. The processing screen is applicable to both Native and
HTML implementations.
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